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Blockchain, Supply | Consumer The application of blockchain technology has significantly improved transparency,
Chain Management, | efficiency, and security in supply chain management. According to this research, blockchain can

Smart Contracts, be exploited to operationalize supply chain operations through decentralized ledgers, smart
Transparency, contact and cryptographic security. Four blockchain based algorithms namely, Proof of Work
Decentralized (PoW), Proof of Stake (PoS), Practical Byzantine Fault Tolerance (PBFT) and Directed Acyclic
Ledger Graphs (DAG) are analysed in the study to explore the influence on transaction speed, scalability

and security of transaction speed, scalability and security. Experimental results show that, while
PBFT is the most efficient in terms of its transaction throughput achieving 5,200 TPS, PoW is
the least with 15 TPS, however it is highly secure, whereas PBFT does not seem to be. 1,500 TPS
balances the equation of Pos with regard to both security and efficiency and 10,000 TPS helps in
scalability using the DAGs. When blockchain is implemented, clutter is reduced, there are 40%
less fraud cases, a 30% increase in accuracy of logistics tracking and a 25% reduction in
operational costs when compared with traditional supply chain systems. However, despite
integration complexity and scalability limitation, blockchain enables supply chain optimization
to be a transformative tool. Future research, for such models to be enhanced still, should focus
on hybrid blockchain models and their security and efficiency as well.

1. INTRODUCTION

Supply chain management is a paramount issue of efficiency in today’s globalized economy that makes material and services
to travel smoothly. Unlike a traditional supply chain, however, applications, inefficiencies, lack of transparency, fraud, and
delays are common due to the use of many intermediaries. However, the supply chain system is evolving, and Blockchain
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technology has emerged as a disruptive solution of decentralized, safe and tamper proof systems, which bring the
transparency and efficiency in the process of supply chain [1]. By using blockchain, businesses can be able to update or track
products with real time, reduce operational costs and eliminate activities that are fraudulent, in turn improving the trust of
consumers and regulatory compliance [2]. Blockchain tech works on a distributed ledger system where all transactions are
placed in an unalterable, hence transparent manner. This helps to provide verifiable and tamper resistant data to stakeholders
across the supply chain (manfacturers, suppliers, logistics providers and retailers). Another integral aspect of blockchain are
smart contracts that, while automating agreements, allow for streamline processes and take away at least some of the need
for third parties, improving operational efficiency [3]. Implemented blockchain solutions have already been existing for
companies such as IBM, Walmart and Maersk to minimize logistics, enhance traceability, and evidence that products are
ethically sourced but not for consumers. It is clear that blockchain is an exciting technology that has the potential to
revolutionize supply chain management, however, blockchain adoption in supply chain management presents its challenges:
implementation costs are high, regulatory status is uncertain and industry cooperation is required. Unfortunately, with the
improvement of the blockchain infrastructure and the high demand in supply chain transparency, the technology has great
potential to revolutionize global commerce. This research then explores how blockchain helps in increasing efficiency and
honer in the supply chain management and examines the real world applications of this technology along with challenges in
its adopting. Enabling businesses and policymakers to understand the power of transformation from the blockchain can shape
the pathway to take advantage of the blockchain’s full potential to enhance supply chain resilience and sustainability.

2. RELATED WORKS

The blockchain technology changes the state of supply chain management through the usefulness of transparency, efficiency,
and security. There have been various studies porting blockchain use across different industries, which brings the application
of blockchain on areas of traceability, fighting of fraud, and manages routine process. The second section reviews a recent
body of literature on blockchain supply chain technology with emphasis on the research on transparency, trust mechanisms,
security and optimization.

Blockchain in Supply Chain Transparency

In recent studies, blockchain’s ability to offer real time tracking and immutable records has been of great interest. According
to Heikosman (2023), blockchain is transforming commerce by introducing decentralized and tamper-proof transaction
records that increase trust and trust in supply chains [15]. Jia et al. (2024) extends blockchain application on information
traceability to assure the origin and avoid counterfeiting of products in global economy [17]. As they explain, the
decentralized ledger that makes up blockchain can be used to record verifiable transactions, which enables supply chain
stakeholders to monitor the movement of goods throughout the supply chain.

Blockchain was also analyzed in the impact on aerospace supply chains. In their work, Ibrahim and Fernando (2023) examine
how blockchain enables real time traceability and streamlines aerospace supply chain through visibility in a real time basis
of components and minimization of delay in documentation errors [16]. The study shows that blockchain could significantly
improve logistics management, in industries where safety and compli ance are a necessity. Likewise, Li and Chen (2023)
also talk about how blockchain can give the power to the supply chains by decreasing the information asymmetry and the
trust among the stakeholders in the supply chain chain through a transparent and secure transactions environment [26].

Trust Mechanisms in Blockchain-Enabled Supply Chains

Trust in the supply chain is a very important factor, blockchain gives means to improve it through decentralized consensus
and automatic verification. In their analysis, Jiang et al. (2024) [18] explore trust mechanisms in supply chain finance using
blockchain and how smart contracts can automate the payment settlement and help minimize reliance on intermediaries.
According to their findings, blockchain can help remove risks associated with the execution of financial transactions in that
agreement is automatically made when a predefined condition is met.

Khairi et al. (2024) present a case study on a blockchain’s application in zakat collection in Malaysia to provide insight on
how blockchain can facilitate financial transparency and accountability [20]. Blockchain’s ability to take care of financial
and logistical aspects of supply chains, while maintaining the verifiability and corrupt-troblessness of transactions, is what
their research demonstrates. Like Khan et al. (2024) they also conduct a systematic mapping study of blockchain integrated
supply chain management where they have found the key trust enhancing mechanisms including consensus protocol, data
encryption and access control mechanism [21]. Their study is a good overview of how blockchain has been used in multiple
industries and how it can effectively use to secure supply chain operations.

Security Challenges and Solutions in Blockchain-Based Supply Chains

Despite this, blockchain increases transparency and at the same time, raises security issues that need to be resolved for
effective implementation. In their work, Khokhar et al. (2024) survey the supply chain security and identify physical and
cyber threats that blockchain can neutralize with the help of cryptographic and decentralized consensus techniques [22].
Ultimately, their research brings to light the possibility of vulnerability in smart contract exploits and network attacks, as
well as the need for solid security protocols.
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In their work, Li et al. (2024) propose an efficient and secure privacy protection scheme for blockchain based e-commerce
with a novel consensus to improve security at the expense of high transaction throughput [25]. “If you combine the privacy
preserving methods in zero knowledge proofs with blockchain, you can protect sensitive business data passed on in the
supply chain transactions,” their study implies. In the works of Kumar et al. (2024), they design a taxonomy of blockchain
adoption in SMEs and relate security issues and tailored security solutions in resource constrained business [24]. Their results
show early potentials of blockchain in enabling SMEs to have the option of affordable and secure means to gain integrity
and decrease fraud risks for data.

Optimization and Efficiency in Blockchain Supply Chains

Besides transparency and security, the role of blockchain for optimizing supply chain operations has been widely studied. In
Ju et al. (2024) [19] we study how Blockchain can improve the decisions in the reserve in relief supply chains by integrating
a second hand e-commerce platform. However, it reveals the ability of blockchain for humanitarian logistics where things
need to work efficiently and are highly accountable. Blockchain for use as an inventory management and donation tracking
enabler in supply chains allows for minimization of waste and fair distribution.

In the dynamic trading of NFT in NFT based sustainable waste management, Kumar et al. (2025) propose specific Blockchain
based dynamic trading approach [23]. As found by their study, blockchain can help improve resource allocation in supply
chains by offering automated and tamper proof trading mechanisms.

Overall, the reviewed literature makes the case that blockchain changes the game for playing supply chain management by
increasing the levels of transparency, security and efficiency. Although scalability and security threats exist, research is still
being done that refines blockchain solutions for widespread adoption in most industries. These studies provide insights into
the need for investigation into hybrid blockchain models for their capacity to balance security and efficiency for supply chain
applications of large scale.

3. METHODS AND MATERIALS

Data Collection and Description

To achieve my goal of analyzing the effectiveness of blockchain technology in supply chain management, I used secondary
data sources for this research. It consists of transaction records, smart contract execution logs, and data from the real time
tracking of industries, for example food supply chains, pharmaceuticals, logistics etc. These blockchain based platforms
include IBM Food Trust, VeChain, and TradelLens from where the data was collected [4]. Attributes of the dataset include
transaction timestamps, block hashes, supply chain nodes (manufacturers, suppliers, distributors, and retailers), and logs of
product traceability in specific supply chains.

All the missing values were removed and the format of blockchain transactions was standardized. For transaction pattern,
block validation time and improvement in supply chain processes, exploratory data analysis was done [5]. Also, the
implementation of blockchain evaluated key performance indicators (KPIs), namely the cost reduction, transaction speed,
and traceability accuracy.

Blockchain-Based Algorithms for Supply Chain Management
1. Proof of Work (PoW) Algorithm

Proof of Work (PoW) is a consensus algorithm used to assure secure and decentralized transaction validations in blockchain
network. In the supply chain management process, POW can verify the authenticity of the product, prevent fraudulent
transactions, and stop the counterfeit products by making nodes solve complex cryptographic puzzles before adding a new
block to the ledger [6]. This prevents anyone from recording any non-legitimate transaction, thereby making it less likely to
be counterfeited.

Functioning as “immutability on steroids,” POW makes all transaction immutable, allowing the fact that goods go from origin
to destination clearly traceable. But it comes with its disadvantages, such as high energy consumption in terms of computing
and less processing time for transactions.

“1. Initialize blockchain with genesis block
2. While (new transaction received):

a. Validate transaction details

b. Select nonce value

c¢. Compute hash using SHA-256

d. If hash meets difficulty requirement:
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- Add block to blockchain
- Broadcast block to network
e. Else:
- Increment nonce and repeat hashing
3. Update ledger and notify stakeholders”

2. Practical Byzantine Fault Tolerance (PBFT) Algorithm

PBFT allows the use of a permissionned blockchain networks where consensus can be reached despite some fail or are
malacious. PBFT is used in supply chains to assure the reliability and consistency within all supply chain participants,
manufacturers, suppliers, and distributors.

Transactions are verified in PBFT by a series of message exchanges relying on a leader based consensus. Such as: high speed

of transaction processing and minimal energy consumption, making it appropriate for supply chain applications. PBFT is not
computationally intensive and unlike PoW, it does not need mining [7].

“1. Initialize nodes and assign leader
2. For each transaction:
a. Client sends request to leader

b. Leader validates request and broadcasts it to
replicas

c. Each replica verifies and responds with
agreement

d. If 2/3 majority reached:
- Commit transaction
- Update blockchain
e. Else:

- Reject transaction and request
retransmission

3. Notify all participants about transaction status”

3. Delegated Proof of Stake (DPoS) Algorithm

This consensus algorithm is designed to be more transaction speed and scalability friendly as opposed to the classic Byzantine
consensus algorithm by encouraging stakeholders to vote for a few (delegates) trusted nodes to do the transaction validations
on behalf of the network. DPoS is useful in supply chain application as it makes it faster to confirm transactions yet not
losing security and transparency.

DPoS reduces computing overhead and is more efficient as it prevents unnecessary duplication of work. The advantage of
the new approach is favorable in largescale supply chains where real time verification of transactions is desired and done at
a minimum consumation of resources [8]. Part of this process however, depends on elected delegates through which it can
suffer risks of centralization.

“1. Initialize blockchain and register stakeholders
2. Stakeholders vote for a set of delegates
3. For each transaction:

a. Delegate verifies transaction details

b. Compute block hash and validate
transaction
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delegate

updates”

c. Append new block to blockchain
4. If delegate misbehaves:

a. Stakeholders revoke vote

b. New delegate elected to replace invalid

5. Notify supply chain participants of transaction

4. Smart Contract Execution Algorithm

A smart contract is a contract stored on a blockchain upon which code can be stored and run as smart contracts. In supply
chains, they take care of activities like payments, order and shipment verifications, etc, eliminating the requirement for the

intermediaries.

They are used to ensure trust between supply chain participants as well as reducing processing times. They also increase the
transparency of contract execution through making it auditable. But, security risks arising from smart contract code

vulnerabilities necessitate good testing before deployment [9].

5. If dispute arises:

“1. Define smart contract conditions
2. Deploy contract on blockchain
3. When contract conditions met:
a. Validate input parameters
b. Execute contract logic
¢. Update blockchain with contract outcome
4. Notify stakeholders of execution result

a. Refer to contract audit log

b. Resolve issue through predefined dispute
resolution mechanism”

Table 1: Consensus Algorithm Comparison

Algorith | Speed | Ener | Securi | Suitability
m ay ty for Supply
Effici Chain
ency
PowW Slow Low High High
security
but
inefficient
PBFT Fast High | Moder | Suitable
ate for
permission
ed
blockchain
S
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DPoS Very High | Moder | Good for
Fast ate scalable

supply
chains

Smart Instant | High | High Automates

Contract supply

S chain
processes

4. EXPERIMENTS

Experimental Setup
A simulated blockchain based supply chain network was implemented to evaluate the impact of crypto blockchain technology

in supply chain. The experiment looked into overall performance of various blockchain consensus machines, impact of smart
contract’s on automation, and the gains in transaction speed, security and cost efficiency.

To achieve this, the simulation environment was created using Hyperledger Fabric and Ethereum for execution of smart
contract [10]. The blockchain nodes ran on a private network, scripting was done in Python and Solidity. The testbed
hardware consists of an Intel Core i7 (3.5 GHz, 8 cores) with 16GB DDR4 RAM and a 512GB SSD. Using that we set up
five supply chain nodes: the manufacturers; suppliers; logistics providers; distributors; and retailers.

Logistics \O

Supplierof raw materials  (mproved tumover) OEM.,
(Improved inventory (Delivery accuracy of

/- precision) production) \‘x

Customevr orders Distributors

(Real-time order (Reduced cost of human
tracking) cross-checking)

Labor costs Operation time Delivery accuracy Inventory turnover
out reduced improved increased

Figure 1: “The Effect of Blockchain Technology on Supply Chain Collaboration”

There were simulated transaction logs such as orders created, shipments updates etc and a payments. Under various
workloads, we test the efficiency of PoW, PBFT, and DPoS regarding speed, energy consumption and security for the
blockchain network. Impact of smart contracts in reducing time and costs of processing was measured [11].

Experimental Results and Discussion
Consensus Algorithm Performance Evaluation

We compared the three blockchain consensus algorithms: PoW, PBFT, and DPoS by modulating the throughput, energy
consumption, and security. Performance metrics were significantly different.

Metric PoW PBFT | DPoS
Transaction 15 500 1000
Speed (TPS)

Energy High Low Low
Consumption (250W) | (10W) | (15W)
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(Joules)

Security Level | High Moder | Moder

ate ate
Scalability Low Moder | High
ate

Suitability for | Modera | High Very
Supply Chain | te High

The last was PoW that had the highest level of security and the lowest (15 TPS) and highest (250w per transaction) transaction
speed. For 500 TPS, PBFT was found to be more efficient, and lower energy consuming, but had a deficiency in security in
large-scale supply chains. In the case of DP0oS, it achieved the highest (1000 TPS), lowest (vacuum) energy consumption
and so is very suitable for use cases such as supply chain [12].

Logistics Costs by Function Logistics Costs by Mode (billions USD)

4 s Rl

M

1% - Maritime
' Trucking

» Transportation = Inventory Carrying
Warehousing Administrative

Global Logistics Costs by Function and Mode 2018

Figure 2: “The Blockchain Effect on Courier Supply Chains Digitalization and Its Contribution to Industry 4.0”

Smart Contract Execution Efficiency

They tested smart contracts’ capability to automate critical supply chain operations such as order validation, payment
settlements and product authentication. Execution time, gas fees (Ethereum based cost metric) and accuracy were measured.

Smart Execution | Gas Error
Contract Time (ms) | Fee Rate
Function (ETH) | (%0)
Order 120 0.0023 | 05
Validation

Payment 95 0.0018 | 0.2
Settlement

Product 150 0.0027 | 0.1
Authenticatio

n

Logistics 110 0.0021 | 0.3
Tracking
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Results show that order validation and payment settlements’ orders are conducted within 120 milliseconds and 95
milliseconds respectively. The gas fees were low making the implementation feasible. At less than 1%, the error rate was
very low and reilable [13].

Comparison to Traditional Supply Chain Systems

Comparison of key performance indicators is made to assess the advantages on of blockchain integration on traditional supply
chains.

Parameter Traditio | Blockch | Improv
nal ain ement
System | System | (%0)

Transaction 35 0.15 95.7

Processing

Time ()

Fraud 65 99.8 53.5

Detection Rate

(%)

Data High Very 90+

Tampering Low

Risk

Operational - 35 35

Cost

Reduction (%)

Blockchain supply chain management demonstrated significant enhancements in the speed of transactions, decreasing the
processing time from 3.5 seconds to 0.15 seconds (95.7% improvement). Fraud detection also rose to 99.8%, which
significantly decreased counterfeiting and unauthorized alterations. Further, operational expenditure was decreased by 35%
because of automated processes and fewer intermediaries [14].

B Blockchain Technology Adoptation
and Challenges

B Supply Chain Traceability, Resilience
and Collaboration

B Blockchain with Sustainable Supply
Chain and carbon auditing

Supply Chain Performance

B Supply Chain Adaptability/
Agility/Alignment

B Supply Chain Finance

Figure 3: “Adoption of blockchain technology in supply chain operations”

Comparison with Related Work

In comparison to previous research, this experiment supported earlier results while offering new information regarding
blockchain's effectiveness in supply chain use.
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Stud | Consen | Transa | Energy Fraud
y sus ction Consum | Detecti
Algorit | Speed ption on

hm (TPS) (Joules) | Rate
Used (%)
Li et | PowW 10 300W 955
al.
(202
1)
Gupt | PBFT 400 12w 97.0
a et
al.
(202
3)
This | DPoS 1000 15W 99.8
Stud
y

This research proved to be faster at transactions with 1000 TPS in DPoS, versus 10 TPS in studies based on PoW. Further,
the rate of fraud detection increased to 99.8%, surpassing earlier standards [27].

Scalability Analysis

Scalability was validated by adding the number of supply chain players from 10 to 1000 and assessing the time consumed
for consensus and block validation.

Supply Chain

/ Transparency

HI

Blockchain Technology

y o
tiiation )—— Supply Chain Flexibility

H3

\ Trust in Supplier

Figure 4: “An Integrated Impact of Blockchain on Supply Chain Applications”

Numbe | PowW PBFT DPoS
r of | Validation | Validation | Validation
Nodes | Time (s) Time (s) Time (s)

10 12.5 13 0.9

100 25.2 35 1.2
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1000 60.8 9.1 25

PoW took longer with more nodes in the chain, while DPoS was able to keep a validation time of 2.5 seconds for 1000 nodes,
and PoW’s time took double to 60.8 seconds. The results of the experiments proved that the blockchain significantly
improves transparency and efficiency in the supply chain management [28]. Blockchain is more than five times faster than
traditional systems, it increases fraud detection rates by 18 times, plus decreases operating costs by 35% [29]. However, out
of all the consensus mechanisms, it was DPoS which was the most efficient, processing 1000 transactions per second without
high power consumption. Using smart contracts for automating order validation, payment settlement, product authentication,
etc., resulted in minimising manual intervention, as well as guaranteeing data integrity [30]. These findings were validated
using comparison with related studies, which find that blockchain has better scalability and security than traditional or other
existing blockchain based systems. Other future research can explore hybrid blockchain models that make the best of PoW’s
security and DPoA’s scalability to retain both aspects of efficiency and robustness in the global supply chain networks.

5. CONCLUSION

Blockchain technology has been called a transformative solution to issues in supply chain management, and thus
revolutionizing how business is done in supply chain. This work has looked into how blockchain uses traceability, logistics
optimization, and trust mechanisms to enhance supply chain management. Blockchain utilizes decentralized ledgers, smart
contracts, and cryptographic security to enable true time tracking of goods and eliminate fraud, and to ensure transactions of
authenticity. Blockchain based system implementations lower the need to the intermediaries reducing the operational costs
and improving the efficiency. Additionally, the study looked at key blockchain algorithms used in the supply chain
management field to prove their power for optimization of logistics, automation of transactions and improvement of the
security. It is demonstrated through experimental results and comparative analyses that blockchain based solutions perform
better than traditional models in supply chain in terms of speed, reliability and security. Yet, scalability, regulatory obstacles
and the problems of integration are the key barriers to general adoption. To address these issues and enhance the applicability
of blockchain for supply chains, hybrid blockchain models and new consensus mechanism can be designed. The comparison
with related work then showed that there is a increasing interest in blockchain applications across various sectors such as
aerospace, finance, and humanitarian logistics. It highlights the necessity of more research on privacy preserving techniques,
interoperability solutions, and energy efficient blockchain framework in order to increase sustainability of adoption. Overall,
blockchain technology shows great promises as it offers a way to construct a more transparent, safe, and effective global
supply chain network, with sustained benefits from the commercial, consumer, and regulatory points of view. Future research
should aim to optimally improve blockchain architectures for scalability and resolve new problems in digital commerce.
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