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ABSTRACT

Digital health services have become an important part of healthcare delivery, but consumer
trust and privacy concerns may influence their acceptance and continued use. This review
examined the relationship between these factors and digital health adoption. Original studies
published between January 2020 and December 2025 were considered through targeted
literature searches. Five studies were selected for preliminary narrative analysis, focusing on
consumer trust, privacy concerns, service characteristics and adoption-related outcomes.
Comprehensive database screening and formal quality assessment remain incomplete. The
findings indicated that trust in healthcare professionals, service providers and digital
platforms was generally associated with greater willingness to use digital health services.
However, the relationship between privacy concerns and adoption was inconsistent. Some
studies reported negative associations, while others found no significant direct relationship.
Perceived benefits, control over personal information and confidence in service providers also
appeared relevant to consumer decisions. Most studies examined self-reported intentions
rather than actual usage, limiting conclusions about long-term engagement. Overall, trust and
privacy concerns appear relevant to digital health acceptance, although their influence varies
across settings and populations. Further systematic investigation is needed to clarify these
relationships and their implications for sustained digital health use
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surrounding a service. Privacy also includes several
distinct issues: concern about disclosure, perceived
likelihood of misuse and the degree of control a person

INTRODUCTION
Choosing a digital health service involves more than

deciding whether an application is convenient. Users may
also need to judge who can access their information, how
it will be used and whether the Organisation delivering the
service is dependable (1). Empirical research in healthcare
has incorporated trust and privacy into models of
technology acceptance, extending the usual emphasis on
usefulness and ease of use (1,2). These additions are
particularly relevant when a service requires the
disclosure of symptoms, treatment histories or other
personal information. Trust requires a clear object.
Confidence in a clinician is conceptually different from
confidence in a commercial platform or in the safeguards
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believes they retain over their data (3). Research on
mobile health has examined security-related barriers,
while privacy-calculus models consider how perceived
benefits and information-related concerns enter the same
decision (3,4) These concepts should be defined
separately before their associations are compared. A
further distinction concerns the outcome being explained.
Willingness to try a service is an initial intention; an
intention to continue arises after experience.
Telemedicine research has explicitly examined the latter
and has differentiated several forms of trust (5). A
questionnaire response does not, by itself, establish that a
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person downloaded an application, completed a
consultation or remained an active user. Combining these
outcomes under a single adoption label can obscure what
the evidence actually supports. General acceptance
models may not explain all service contexts equally well.
Research comparing lifestyle and therapy applications has
questioned the adequacy of an extended acceptance
model, while newer qualitative work has examined how
users understand artificial intelligence in consumer-facing
health applications (6,7). A related systematic review
already addresses patients’ perspectives on mobile health
privacy, security and confidentiality (8). The intended
contribution of the present review is therefore a focused
examination of the relationships between trust, privacy
and distinct stages of adoption. The review question is:
among adult users or potential users of patient-facing
digital health services, how are consumer trust and
privacy concerns associated with adoption intention,
actual uptake and continued use? Secondary questions
concern the target of trust, the privacy construct measured
and differences between service settings.

MATERIALS AND METHODS

This systematic review was designed following the
Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA 2020) guidelines. The search
strategy covers three electronic databases—PubMed,
Scopus, and Web of Science—to identify relevant original
research articles published between January 2020 and
December 2025. Search terms include “digital health,”
“mHealth,” “telemedicine,” “telehealth,” ‘“consumer
trust,” “privacy concerns,” “data security,” “perceived

EEINNT3

9 <,

privacy risk,” “technology adoption,” “user acceptance,”
and “continuance intention,” combined using the Boolean
operators AND and OR. Preliminary searches were
conducted through accessible PubMed records and
publisher websites; comprehensive database searches
remain to be completed. Eligible studies will include
freely accessible, English-language original quantitative,
qualitative, and mixed-methods research examining the
relationship of trust or privacy concerns with the adoption
or continued use of digital health services among adults
aged 18 years and older. Review articles, conference
abstracts without full reports, duplicate publications, and
studies unrelated to consumer adoption will be excluded.
Two reviewers will independently screen titles, abstracts,
and full texts, with disagreements resolved through
discussion. Relevant study characteristics and findings
will be extracted and synthesized narratively, considering
differences in study design, digital health services, and
outcome measures. The completed identification and
selection process will be presented using a PRISMA 2020
flow diagram.

RESULTS

Overview of the Preliminary Evidence

Five original studies published between 2020 and 2025
were identified for this preliminary evidence assessment.
The evidence comprised quantitative surveys, structural
equation modelling, and qualitative interviews conducted
in India, Germany, China, and the United States. The
studies differed in their participant characteristics, service
types, and measures of adoption or continued use (Table

1))

. Table 1. Characteristics and key findings of selected original studies

Study Country and design

Sample

Principal findings

Dhagarra et al., | India; cross-sectional | 416
2020 (1) survey and structural
equation modelling

Trust was positively associated with intention to
accept healthcare technology, whereas privacy
concerns showed a negative association.

Schomakers et | Germany; online survey | 707
al., 2022 (6) comparing lifestyle and
therapy mHealth apps

Trust predicted intention to use therapy apps but
not lifestyle apps; privacy concerns were not
significant predictors in the tested model.

von Kalckreuth | Germany;
and Feufel, 2023 | based

@) structural
modelling

vignette- | 250
survey and
equation

Provider trust and perceived benefits were
associated with intention to use mHealth apps;
privacy concerns showed no significant direct
association.

Zhu et al., 2023 | China; telemedicine | 465

%) questionnaire and
structural equation
modelling

Different dimensions of trust were related to
continuance intention;  privacy concerns
negatively moderated the association between
structural assurance-based trust and continuance
intention.

Ryan et al., 2025 | United States; qualitative | 21
(7 interviews  concerning
Al-enabled mHealth

Participants discussed professional endorsement,
institutional trust, personal data collection,
information sharing, and potential future uses of
health data.

Consumer Trust and Digital Health Adoption
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The preliminary evidence indicates that consumer trust is
associated with the intention to use digital health services,
although the strength and nature of this relationship vary
across settings. Dhagarra et al. (1) reported a positive
relationship between trust and healthcare technology
acceptance among patients in India. Similarly, von
Kalckreuth and Feufel (4) identified provider trust and
perceived benefits as factors associated with mHealth
adoption intention. Schomakers et al. (6) found that trust was
associated with intention to use therapy applications but not
lifestyle applications. These findings suggest that the
relevance of trust may depend on the intended purpose of the
digital health service and the institution or technology being
trusted.

Privacy Concerns and Continued Use

Findings concerning privacy were less consistent. Dhagarra et
al. (1) observed a negative association between privacy
concerns and behavioural intention, whereas von Kalckreuth
and Feufel (4) found no significant direct relationship in their
model. The latter study also identified relationships between
perceived control over personal data, privacy concerns, and
provider trust. Schomakers et al. (6) similarly reported no
significant predictive contribution of privacy concerns to
usage intention in their tested model. In contrast, Zhu et al. (5)
found that privacy concerns negatively moderated the
relationship between structural assurance-based trust and
telemedicine continuance intention. These differences
indicate that privacy-related findings should be interpreted
according to the measures used and whether the outcome
concerns initial acceptance or continued use.

Qualitative Findings and Overall Synthesis

The qualitative investigation by Ryan et al. (7) provided
additional perspectives on trust and privacy in Al-enabled
mobile health services. Participants raised questions about the
credibility —of technology  providers, professional
endorsement, the collection of personal information, and its
potential future use. These findings complement the
quantitative evidence but do not provide estimates of adoption
effects. Overall, the preliminary literature indicates that trust,
privacy concerns, perceived benefits, and control over
personal information are relevant to understanding digital
health acceptance. However, variation in research designs,
service contexts, and outcome measures limits direct
comparison. Further systematic screening, data extraction,
and methodological appraisal are necessary before drawing
conclusions about the consistency or magnitude of these
relationships.

DISCUSSION

The preliminary findings suggest that consumer trust and
privacy concerns play important roles in digital health
adoption, although their relationships with acceptance vary
across healthcare settings and technologies. Dhagarra etal. (1)
reported a positive association between trust and behavioural
intention, while privacy concerns were negatively associated
with healthcare technology acceptance. In contrast, von
Kalckreuth and Feufel (4) observed that provider trust and
perceived benefits were associated with adoption intention,
whereas privacy concerns showed no significant direct

consider several factors when deciding whether to use digital
health services. The influence of trust and privacy may
therefore depend on the type of service, previous healthcare
experiences and users' expectations. Trust may also differ
according to whether it concerns healthcare professionals,
digital platforms or the institutions responsible for managing
personal information. Zhu et al. (5) examined different
dimensions of trust among telemedicine users and found
associations with continuance intention. Their findings
suggest that patients may distinguish between confidence in a
physician and confidence in the technology used to deliver
healthcare. Schomakers et al. (6) also examined acceptance
across different categories of mobile health applications,
highlighting the need to consider service context when
interpreting consumer attitudes. These observations indicate
that trust should not be treated as a uniform concept across
digital healthcare services. Privacy concerns present a more
complex relationship with digital health adoption. Although
concerns about unauthorized access, information sharing and
misuse of personal health data may discourage some users,
their influence is not consistent across studies. Von
Kalckreuth and Feufel (4) found no significant direct
association between privacy concerns and adoption intention
in their model, whereas Zhu et al. (5) reported that privacy
concerns negatively moderated the relationship between
structural assurance-based trust and telemedicine continuance
intention. These findings suggest that perceived control over
personal information and confidence in service providers may
be important when interpreting privacy-related attitudes.
Clear data protection policies, understandable consent
procedures and transparent information-sharing practices
warrant further evaluation as possible ways to address
consumer concerns. The increasing use of artificial
intelligence in healthcare has introduced additional questions
about the reliability of digital services and the protection of
sensitive information. Ryan et al. (7) explored consumer
perspectives on Al-enabled mobile health applications and
identified concerns involving professional endorsement,
personal data collection and potential future uses of health
information. Such findings indicate that trust may extend
beyond technical performance to include transparency and
accountability. However, qualitative perceptions cannot
establish the extent to which these concerns influence actual
service use. Furthermore, Alhammad et al. (8) previously
reviewed patients' perspectives on privacy, confidentiality and
security in mobile health applications (9). The present review
seeks to extend this discussion by examining the relationships
of trust and privacy concerns with different stages of adoption,
particularly initial acceptance and continued use. Several
limitations should be considered when interpreting the present
findings. The evidence assessment was preliminary, and
comprehensive searches of PubMed, Scopus and Web of
Science have not yet been completed. The selected studies
differed in their populations, research designs, digital health
services and outcome measures, limiting direct comparisons.
Most quantitative studies assessed self-reported intentions
rather than actual adoption or sustained use, making causal
interpretation  inappropriate. In addition, independent
screening, complete data extraction and formal
methodological quality assessment remain outstanding.
Restricting the completed review to freely accessible English-
language publications may introduce selection bias.
Consequently, the current findings should be interpreted
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cautiously until the systematic review procedures have been
completed.

CONCLUSION

The preliminary findings suggest that consumer trust and
privacy concerns are relevant to the adoption and continued
use of digital health services, although their associations vary
across healthcare settings and technologies. Trust in
healthcare providers and digital platforms was generally
associated with greater adoption intention, while findings
concerning privacy were inconsistent. Differences in study
designs, service types and outcome measures limit firm
conclusions. Further systematic evaluation and longitudinal
research are needed to clarify these relationships and
determine how trust and privacy concerns influence actual
digital health use.
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