Advances in Consumer Research
https://acr-journal.com/

Volume-2 | Issue-6 | Dec: 2025
Original Researcher Article
Cybersecurity in Digital-Only Banks; How Entrepreneurs Are Shaping India’s
Digital Finance Ecosystem

Dr. Kamal Agal**, Dr. Pareshkumar Ukabhai Mordhara 2, Dr Dharak Patel®, Hetal Rathod 4, Rohit Khandelwal 5,

Nisha Kadacha®
1*Associate Professor, GTU School of Management Studies (GSMS) Faculty of Management, Gujarat Technological University, Ahmedabad, Gujarat (India),

Email ID : asso_kamal@gtu.edu.in

2Assistant professor, B. J. Vanijya Mahavidyalaya (Autonomous), Vallabh Vidyanagar, Anand, Gujarat Email ID : pmordhara@gmail.com

3Assistant Professor, Government Science College, Gandhinagar, Gujarat university, Email ID : dharak.dsp@gmail.com

4Assistant professor, GTU School of Management Studies (GSMS) Faculty of Management, Gujarat Technological University, Ahmedabad, Gujarat (India),
Email : ap_hetal@gtu.edu.in

5Student- MBA (Fintech) GTU School of Management Studies (GSMS), Gujarat Technological University, Ahmedabad, Gujarat (India)

6Student- MBA (Fintech) GTU School of Management Studies (GSMS), Gujarat Technological University, Ahmedabad, Gujarat (India)

Corresponding Author:

Dr. Kamal Agal

Associate Professor, GTU School of Management Studies (GSMS) Faculty of Management, Gujarat Technological
University, Ahmedabad, Gujarat (India),

Email ID : asso_kamal@gtu.edu.in

ABSTRACT

India’s financial landscape is undergoing a radical transformation driven by digital-only banks
and fintech innovators. By leveraging Digital Public Infrastructure (DPI) and the "India Stack,"
these entities provide accessible, simplified, and high-speed banking services to millions.
However, this rapid transition has expanded the attack surface, exposing the ecosystem to
sophisticated threats such as Al-driven phishing, ransomware, and identity-centric frauds. As
India moves toward a digital economy projected to contribute 20% of its GDP by 2026, the
intersection of cybersecurity and user trust has become the primary frontier for financial stability.
This case study investigates the application of advanced cybersecurity frameworks—specifically
Zero-Trust Architecture (ZTA), multi-factor authentication (MFA), and Al-powered threat
detection—within the digital-only banking environment. It highlights the pivotal role of
entrepreneurs and innovators who are moving beyond mere regulatory compliance to foster a
""secure-by-design" philosophy. These leaders are integrating behavioral analytics and end-to-
end encryption to safeguard the 48.5% share of global real-time payments that India now
commands.

Furthermore, the study incorporates user surveys and case studies (including data from 2024-
2025) to analyze consumer behavior and awareness. Findings indicate that while trust in digital
platforms is rising, a significant "awareness gap" remains regarding personal cyber hygiene. The
research concludes that the sustainability of India's digital finance ecosystem depends on a
collaborative model where entrepreneurs, regulators like the RBI, and consumers work in
tandem to build a transparent, resilient, and fraud-resistant financial future..
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more. The growth of digital banks was seen during or after

1. INTRODUCTION: covid, due to banned on using 500 & 1000 notes. Peoples
This case study is about cybersecurity solutions in digital were having no other source for payments except for using
— only banks , with a focus on how digital banks are digital pla_ltforms_. As a res_ult, the_ use of plgltal Ba_nklng
handling digital payments and all with the help of was growing rapldly but with the increase in _grovvth italso
cybersecurity. Digital banks have grown very rapidly in created many risks related to data safety, privacy, scams,
few years especially after the launch of UPI (unified apd onllne_frau_ds and also many digital banks were not
payments interface) which was launched by NPCI given bgnkmg license by the government to prevent public
(national payments corporation of India) that allows us to data privacy get leaked. The study looks on one of the
instantly transfer money between bank accounts using a cases that is Google Pay case, where questions were raised
mobile device. There are many apps that provide digital about data privacy and not following rules_ of The Reserve
payments services like google pay, Mobi Kwik, fi money, Bank of India (RBI) and NPCI (National Payments
Jupiter, Paytm, phone pay, open, chgbook, fampay & Corporations of India). This shows that cybersecurity is
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not only about technology but also about following laws
and being transparent with others .To make case study
more practical, a questionnaire was also prepared to know
how users felt about digital banking. The findings help
reveal both the progress and the pitfalls of India’s growing
digital banking revolution.

Key concepts of the study
What is Cybersecurity?

Cybersecurity in digital banking involves using
technologies and strategies to protect financial systems,
customer data, and online accounts from unauthorized
access, theft, or damage.

Common Cyber Threats:

Malware: - harmful software that damages systems or
steals data or unauthorized access without the permission
of the user.

Phishing: - fake emails, calls, messages that trick people
that they won or received money, now only they need to
share OTPs or Passwords.

Data Breaches: - when sensitive data is stolen or leaked.
What are digital banks?

Digital Banks are alike normal banks as it allows peoples
to opens accounts, accept payments, transfer money, and
also let them to access financial services through online.
Digital Banks are also known as neo banks, theses banks
have no physical existence they are digitally present. They
perform their functions by come into a partnership with
banks.

Examples: Jupiter, Paytm, google pay, open and etc.
Key Features:

24x7 accessibility

Paperless transactions

Al-based customer support

Low operational costs

Focus on financial inclusion

Who are entrepreneurs?

Entrepreneurs in your case study are the people who had
started digital only banks. They are the one who have the
idea to build a bank which functions digitally,
entrepreneurs are the visionaries who have seen an
opportunity to make banks process easier, faster and more
convenient.

Examples:

Vijay Shekhar Sharma founder of Paytm,
Sachin Bansal founder of Navi technologies.
Role of Entrepreneurs in digital banks.
Build more securities.

Invest more in tech field.
Satisfy users by building trust.

Follow all rules and regulations by RBI and NPCI.

Make digital methods of payments easier and more
convenient by providing financial knowledge.

The Interconnection Between Entrepreneurship and
Cybersecurity

Entrepreneurs help in expanding digital banks by
providing finance and there business knowledge and
entrepreneurs helps these digital banks by investing in
cybersecurity

And also by inventing apps or software who help to detect
scams.

DIGITAL BANKS

CYBERSECURITY

ENTREPRENEURS

(Relationship between digital Banks, Cybersecurity and
Entrepreneurs)

CASE STUDY on Digital Banking Security:
GOOGLE PAY

INTRODUCTION

Google pay commonly known as google pay is a digital
platform for payments developed by google, it allows
users to make fast, secure, convenient transactions from
any place directly by using their smartphones. It works on
UPI (unified payments interference) system in India, it
allows instant money transfer from one account to another
account without the need of account details. Google pay
allows its users to pay bills, allows mobiles recharges and
DTH recharges and also gives rewards for doing
payments.

Google pay was launched as Tez by google on 18"
September 2017 in India. But later in august 2018, Tez
was rebranded as google pay globally. Within about a
month after launch of Tez (i.e. 18" September 2017) in
India the app got approx. 8.5 million downloads & over
30 million transactions by end of October 2017 (just
within 37 days after launch). By January 2019, the app
(google pay) had reached 100 million installs on the play
store in India. Later, in September 2021, the “new” google
pay (as it got expanded) crossed over 500 million
downloads on the play store. Gpay was mostly installed or
used by young smartphones users, peoples who shifted to
google pay because of rewards or cashbacks, even Kirana
stores, vegetable/fruits vendors.

Setup process of google pay (Google Pay)
Download gooale pay from play store.
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Verify mobile number which is linked with your bank
account.

Verification via OTP. (two-factor authentication,
cybersecurity is applied here)

Bank account is linked with UPI.

A UPI pin just like ATM pin is created for secure
transaction. (UPI pin is an encryption, cybersecurity is
applied here too)

Ready to make secure transactions.

Cybersecurity is applied at multiple levels here — OTP
verification, encryption of UPI PIN, and two-factor
authentication ensure that every payment remains safe and
traceable.

Cybersecurity Incidents Related to Google Pay

Like many other Digital Payment platforms or banks,
google pay had also faced many cyber security problems
like phishing, frauds, and unauthorized transactions.
These problems highlight the importance of cyber security
in digital world. Few incidents are discussed in this case
but there are many. Digital problems not destroys a person
financially but even mentally. Let’s discuss few incidents
of frauds that took place with google pay users.

\J

(Payment App Google Pay )

INCIDENT 1 :- Ahmedabad businessman loses nearly
23.25 lakh, claims Google Pay got hacked. A
businessman named Uvish Bhardwaj, a resident of Paldi
and owner of Uma Flooring Tiles Company, stated that
between 9.57 pm and 10.05 pm on 5 August, an unknown
persons gained access to his mobile phone and carried out
transactions without requiring an OTP (one-time
password). The FIR was registered at Paldi Police Station
on 29 August, the hacker made a series of withdrawals
totalling an amount of rs.3.249 lakhs from Bhardwa;j’s
linked bank of Baroda accounts, he also claimed that he
was not using his app during these transactions, even he
also mentioned that he did not received any OTP to share.
He said that his phone was hacked and the fraud person
misused his google pay app and made such transactions.
He visited his banks for the same and found out that there
were many payments done from his accounts. He
registered complain was forwarded to cyber cell.

Lesson: Cybercriminals can exploit system loopholes or
device vulnerabilities, proving the need for multi-layered
security and user awareness.

QUESTIONNAIRE RELATED TO THIS INCIDENT

“ Fake calls or messages “ Apps crashing or unusual

™ account hacking % unautorized transaction

™ none of the above

W Banks
W Customer care

M Cyber cell

18, 18%

H No one

(DIGITAL PAYMENTS FRAUDS) IS (FIRST
CONTACT AFTER FRAUD)

INCIDENT 2: - Hyderabad women was gently
convinced by a scammer to use google pay & got
scammed for Rs.1.7 lakhs. On 19" November 2024, A
women got a WhatsApp message from an unidentified
number starting with 1-435 claiming that he is his boss.
The frauded requested her that he is need of money
urgently, at first the victim transferred him a certain
amount but after a half an hour, The scammer again
messaged her that his UPI id is not working and he needs
Rs.1,70,000 for business purpose and promised her that he
will pay the whole amount by next morning. But after
talking with her boss she found out it was not his boss and
she has got scammed. She filled a complain at cybercrime
and found out that his boss’s phone was got hacked and
the investigation is underway.

QUESTIONNAIRE RELATED TO THIS
INCIDENT
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YES

Ignore

Cyber scam trend in India

Rise in cyber scams from 2019 to 2024

I 2019 [ 2020 W 2021 [l 2022
I 2023 [l 2024
B

INDIA
TODAY

(Response Towards Small Digital Incidents) VS
(% of Cyber Crime in India)

a
g

Alert: This payment seems suspicious

Make sure the recipient is genuine
and the amount is correct

Go back Continue

(ALERTS BEFORE ANY SUSPICIOUS PAYEMENTS
)

INCIDENT 3 :- New big fraud in Kerala; Beware of
accepting money through G Pay, UPI apps. Most
business accepts payments through digital platform such
as Gpay, Phone pay, Bharat pay, Paytm, & etc. but,
nowadays there are many fake apps or counterfeit apps in
the market. After purchasing of goods scammers pay
amount using fake apps and show screenshot that
payments have been done and vendors accepts that as it is
same as other payments apps. If it is rush time then
vendors just confirm by seeing screenshot of payment

done. As a results vendor faces a loss. Kerala police are
trying their best to spread this fake apps among vendors.

QUESTIONNAIRE RELATED TO THIS INCIDENT

R\

Google pay
H Phone pay
Paytm

E M Bharat pay

M Cash

M Daily basis

B Monty basis

Only when required |

(Responses About Use of Payments Apps) VS
(Responses Often Use of Payments Apps)

= Prank Payment

pagi‘m amazon pay

Amezen.

‘ G Pay © rhonepe

Gaoglepsy Phonepe

(FAKE PAYEMNTS APPS IN INDIA)

INCIDENT 4:- Paytm accuses Google Pay of sharing
data with group companies and third parties. In 2018,
Paytm accused Google Pay of mishandling Indian users’
payments data. Google Pay was sharing customer data
with its group companies (other than Google) and third-
party service providers. User transaction data was being
used for advertisements and promotions. Payment’s data
was being stored outside India, violating RBI’s data-
localization rules. The reserve bank of India (RBI) gave
warning to all digital banks that public data should be
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stored in India only. Google denied all such allegations
and said they do not share or use customer data for
advertisement, promotion, and etc. they share data only
with authorized partners (banks, billers, merchants) to
carry or process transactions. Google was not legally
charged. As google pay prove that they follow all types of
rules and policies set by RBI or NPCI.

Google Pay vs Paytm

COMPARISON ON DATA PRIVACY

S Google PauyTmMm
=< Some data; storad Data stored
J__l_-L" = outside India entirely in India
@. Shares data with No third-party

D authorized partners data sharing
= Initially disputed;
> later complied Eullyscompliant
m) Medium High
Puntic Medium Hgh

Transparency

(CLASH BETWEEN PAYTM AND GPAY)

INCIDENT 5: - Google flags 4.1 crore transactions on
GPay, blocks 60 million risky app installs. On 17" June
2025, Google said that they had warned more than 4.1
crore Indian users on UPI, Google pay , Paytm against
suspicious transaction. Google said that they had built Al
powered fraud detector system, it can recognise any fraud
events such as fraud message, phone calls, anti-money
laundry. This system was built as digital payments are
growing rapidly in India with a effect of growing digital
scams. At the same time, its Android security system
blocked around 60 million risky app installs globally,
many of which could have been used for financial fraud,
phishing, or stealing sensitive information like SMS
OTPs. Google also introduced google play protect so it
detects frauds before installing any app. Google
introduced DigiKavach. It is a program by Google in
India focused on online fraud identification. It studies how
scammers operate, works with partners (Fintech,
consumer groups), builds awareness and implements
protections against emerging digital financial scam. It

How you make payments ?

Frequency Percent

helps to protect Google Pay users by identifying new
scams. These new software’s saves users’ data, prevent
privacy and also users are now known in advance that it
can be a scam message, scam calls, scam OTP & many
others scams were now easy to detect.

(APPS INDIRECTLY ACCESS PAYMENTS APPS)
The main objectives of this case study are:
To understand the use of digital platforms.

To understand the meaning of digital banks and
cybersecurity.

To understand the different incidents took place with
google pay.
To understand the common digital problems in India.

To understand the cybersecurity solutions for digital
problems.

To understand the role of entrepreneurs in digital banks.
QUESTIONNAIRE RESPONSES ANALISATION
AND INTERPRETATION

Pie Chart Count of Age

Age
Mig30
W34

(AGE GROUPS)
Frequency Table

Cumulative
Valid Percent Percent
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Valid Both 36 32.7 32.7 32.7
Cash 3 2.7 2.7 35.5
Online 71 64.5 64.5 100.0
Total 110 100.0 100.0
Simple Histogram Count of If online then what app you use most
100
=i}
€ @
3
o
O
40
20
; g g
EBharat pay Cash Google pay Pay pal Paytm Fhone pay

If online then what app you use most

Figure 1 Usage and Awareness of Online Payments

INTERPRETATION

Most respondents are 18-30 years old, showing young users prefer digital payments. About 64.5% use online methods, and
Google Pay is the most popular app. This means digital payments are widely accepted among youth, mainly because
they’re fast, easy, and secure.

Frequency Table

How often you use online payments ?

Cumulative
Frequency |Percent  |Valid Percent [Percent
Valid |Daily basis 40 36.4 36.4 36.4
Monty basis 43 43.6 43.6 80.0
Only when required 22 20.0 20.0 100.0
Total 110 100.0 100.0

Are you aware of the importance of setting a strong password or pin for your digital payment apps.

Frequency Percent \Valid Percent Cumulative Percent
Valid No 1 .9 9 9
Yes 109 99.1 99.1 100.0
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Total

110

100.0

100.0

Count

Simple Histogram Count of How often you use online payments ?

Daily basis

Monty basis

How often you use online payments ?

Security Perception and Issues in Digital Payments
INTERPREATATION

The results show that most people use online payments either monthly or daily, which means digital transactions have become
a common habit. Only a few use them only when needed. This shows that people are now more and more using online
payment apps in their day to day life.

Only when required

Almost everyone in the survey mentioned that they know the importance of keeping a strong password or PIN, which shows
users are getting aware of how to protect their accounts and use digital payments..

Frequency Table

Do you think two factor authentication is good or not ?
Cumulative
Frequency |Percent |Valid Percent [Percent
Valid |Maybe 8 7.3 7.3 7.3
No 1 9 9 8.2
Yes 101 91.8 91.8 100.0
Total 110 100.0 100.0
Do you think you are safe when you use digital payments ?
Cumulative
Frequency |Percent |Valid Percent [Percent
Valid |Maybe |30 27.3 27.3 27.3
No 12 10.9 10.9 38.2
Yes 68 61.8 61.8 100.0
Total 110 100.0 100.0
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Have you ever experienced any of the following issues while using digital payments ?
Cumulative
Frequency |Percent |Valid Percent [Percent
Valid |Account hacking 2 18 1.8 1.8
Apps crashing or unusual |6 5.5 5.5 7.3
behaviour
Fake calls or messages 67 60.9 60.9 68.2
None of the above 30 27.3 27.3 95.5
Unauthorised transaction (5 4.5 4.5 100.0
Total 110 100.0 100.0

Pie Chart Count of Have you ever experienced any of the following issues while using digital payments ?

Figure 2 Payment Methods and App Preferences

INTERPRETATION
Most

respondents have experienced fake calls or

messages, which shows that scammers try to reach out
public usually through calling or messaging as this way
they are able to get customers details. The analysis shows

Frequency Table

Have you ever
experienced any of
the following issues
while using digital
payments ?
W Account hacking

Apps crashing or unusual
behaviour

M Fake calls or messages
M None of the above
Unauthorised transaction

also that very few respondents were got hacked, so this
shows that people are using multi factor authentication or
are aware of multi factor authentication. Almost 30% of
respondent’s does not face any digital payments issues
which is sign of digital awareness which is comparatively
less as compare to respondent’s who thinks that they are
safe while using digital payments.

Respondents’ responses related to role of cyber security in digital banks.
Cumulative
Frequency |Percent |Valid Percent |Percent
Valid [NO 14 12.7 12.7 12.7
Yes 96 87.3 87.3 100.0
Total 110 100.0 100.0
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'Whom you approached when u face digital scams ?
Cumulative
Frequency |Percent |Valid Percent [Percent

Valid |Banks 58 52.7 52.7 52.7

Customer care |1 .9 9 53.6

Cyber cell 18 16.4 16.4 70.0

No one 33 30.0 30.0 100.0

Total 110 100.0 100.0

Simple Histogram Count of Whom you approached for your digital scammed ?

20

[i]

Banks Customer care

Mo one

Cyber cell

Whom you approached for your digital scammed ?

Role of Cybersecurity in Digital Banking
INTERPRETATION

Almost 88 % respondent’s says that in digital banks
cybersecurity have a very main and important role, which
shows that people knows the importance of data privacy
and security.

But usually during any digital scammed people visits
banks for the solutions , over half (52.7%) feels the same
way . even 30% of people have not visited anyone during
digital scams which shows that many users still have less
awareness of where to report online frauds or they think it
will be bad for their image to report such scams .

Pie Chart Count of Did you pay attention to small digital issues ?

Did you
pay
attention
to small
digital
issues ?

Figure 3 Payment Methods and App Preferences

INTERPRETATION

The analysis shows that most of the respondents are aware
of the digital issues as they pay attention even on their
small digital problem.approax 75% people thinks that they
should be actively aware of small digital problems. A
smaller portion, 15.45%, responded “No”, suggesting they
do not pay much attention to such issues. Only 10% chose
“Ignore”, indicating a few people deliberately overlook
small digital problems.

Overall, the chart suggests that most respondents are
attentive to small digital issues, while a smaller number
either overlook or ignore them.

ROLE OF ENTREPRENURS IN ALL INCIDENTS

Entrepreneurs can develop Al powered fraud detection
system similar to what google had developed to identify
fraud and block such activities.

Entrepreneurs can collaborate with FINTECH companies.

Entrepreneurs can launch program
DIGIKAVACH for users.

Entrepreneurs can help digital banks to secure public data
& stored that data as per jurisdiction of India and help to
share such data only with authorized entities.

system like
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Entrepreneurs can conduct financial literacy programs or
workshops or demo lectures to educate more people about
financial terms and digital payment platforms.

Entrepreneurs can help in development or they can
develop apps that help public to know whether the
payment app used by the customer or payer is not a fake
app.

Entrepreneurs can invest more money in fintech or digital
or neo banks as they used to face losses due to less capitals
or their capital is utilized in problem solving rather than
developing technology.

Entrepreneurs can Design banking products and support
services that are accessible to low-literacy and rural
populations, with simplified Uls, local language options,
and voice-based assistance.

DigiKavach by

Google - A Shield

Against Online :
Financial Fraud ‘i

(ENTREPRENURS INVESTMENTS IN DIGITAL
WORLD PAYMENTS)

2. CONCLUSION

Entrepreneurs act as the bridge between technology and
trust. Their decision for investing in digital protection
software determines that whether banking systems
remains innovative and secured too. This can be achieved
by transparent business practises . enterpreneurs helps in
developing and shaping digital finance.

ENTREPREI;IéLWHi'SW |
& CYBERSECURITY

The Connection

* B 55

Innovation Invest
ment

| -

Security

Awareness

(ENTREPRENEURS ROLES IN DIFFERENT WAYS)

COMMON DIGITAL BANKING PROBLEMS

Despite rapid growth that is happening in digital banking
sector, many users continue to face challenges related to
security, trust, and awareness. These issues can lead to
financial losses, stress, and hesitation in adopting digital
payments. The most common digital banking problems
are given below: -

1. Hacking

Most of the times people’s phones usually get hacked &
they face fraud payments.

2. Fake Messages

Unidentified messages are one of the causes for frauds.
Scammers messages users by Impersonate themselves as
user’s friends, relatives, families, colleges, and even their
superior.

3. Fake Apps

Fakes and Counterfeit Apps are the most important
emerging problem in digital world specially in digital
banks and their main targets are usually small vendors.

4. Data Leak Risk

In some cases, it is found that digital payments apps share
their user’s data with third parties without their concern,
in case of Paytm.

5. Unauthorized Data Access

Now a days there are many others apps which are not
digital banks apps but they are able to access users’
financial data.

6. Fake Lottery Scams

Most of the time people are getting scammed because they
became the direct target by providing their accounts
details, in case of winning fake lottery or Jackpots.

7. Fake Adds

Fake adds are also one of the common reasons for digital
scams.

8. Urgent Need Fraud

One of the reasons behind digital scam is urgency, people
in urgency provide their details to unknown persons.
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TOP DIGITAL BANKING
PROBLEMS IN INDIA

J

b

Hacking Phishing
Fake Apps Low Awareness
Privacy Urgency

Concerns

3. CONCLUSION

This concludes that cyber security has many problems to
handle and deal with them. These common problems are
not only face by poor or middle-income people but also
rich ones. these digital problems are common in India and
are increasing on a very high phase.

Technology itself cannot ensure the safety of users; users
themselves must also stay alert and adopt responsible
digital prevention habits. Governments, Banks, and
Fintech Entrepreneurs should work together to build
Transparent and secured digital platform for payments
and also promote financial literacy. Only through a
combined effort of innovation and awareness can Digital
banking in India become both secure and
inclusive for everyone.

CYBER SECURITY SOLUTIONS FOR ALL
INCIDENTS

In the fields of digital only banks cybersecurity plays a
very important role as it prevents scams and frauds by
advanced technology, strict regulation, and public
awareness to create a truly secure digital environment.

Here are the key cybersecurity solutions that can help
address common digital banking incidents:

1. Multi-Factor Authentication (MFA)

Cyber security can build multi factor Authentication for
login. Cyber security can develop more layers of safety
for digital payments. Use of biometric authentication (face
or fingerprint) to carry out all types of transaction.

2. Real-Time Fraud Detection using Al

Cyber security can implement machine learning
algorithms to dynamically update threat profiles. Cyber
security can scan & block fake apps before they reach end
users.

3. Secure Payment Verifications

Cyber security can make apps that can help to identify that
payment has been receipts rather than trusting on a
screenshot.

4. Provide Awareness About Scams

Cyber security can educate public about common frauds
such as OTP scams, Counterfeit apps & more. Cyber
security should literate public about fake messages, calls
and delivery OTP’s.

5. Auditing And Verifying

Cyber security should continuously audit & verify digital
transactions of vendors, partners, and third-party service
providers.

6. Following RBI Guidelines

Cyber security should work as per RBI guidelines about
how users should use digital banking apps.

7. End-To-End Encryption

Cyber security should apply privacy-by-design and secure
coding standards during the creation of digital bank
services, minimizing risk exposure from the ground up.

7 PILLARS OF CYBERSECURITY
IN DIGITAL BANKING

2

Multi-Factor Real-Time
Authentication Fraud Detection

Continuous Strong
Security Data
Audits Encryption

g0+

Public Al

PP
Awareness \ Verification

Public Strict
Awareness  Data Privacy

(7 PILLARS OF CYBERSECURITY)

CONCLUSION
Cybersecurity is not just a technical necessity — it’s the
foundation of  trust in digital banking.

Combining strong authentication, Al-based monitoring,
compliance with RBI regulations, and public awareness
ensures a safe and transparent financial ecosystem.
As India moves closer to a cashless future, cybersecurity
will remain the key to sustaining that progress
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responsibly.

CONCLUSION OF THE CASE

From the case study, it is concluded that without
cybersecurity digital banks have no digital existence in the
market .as without cybersecurity public won't trust any
digital banks as their privacy and data are at risk.
Cybersecurity acts like a shield it detects attacks, blocks
hackers, and keeps sensitive details (like account numbers
or passwords) safe. It ensures that personal data stays
private and isn’t misused. But sometimes even if there is
cybersecurity people should not blindly trust on apps for
digital payments. people should always do research before
using any banking app

As in case if that app is not reliable then it can cause harm
to privacy of public.

This case also concludes that people should always double
check before believing on any calls, messages, and links.
Without cybersecurity, banks become easy targets for
fraud, identity theft, and data leaks. Customers would lose
trust, financial losses would rise, and the entire digital
banking system could collapse. From the case study we
can say that entrepreneurs are important part of digital
Banking. Entrepreneurs bring innovation by creating new
apps, security solutions, and business models that
strengthen digital banking. Their fresh ideas help banks
stay ahead of hackers while making banking easier and
safer for people.
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