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ABSTRACT 

This research, therefore, explores in intricate detail how an increase in new technologies 

through educational technology raises the questions of students' right to privacy and academic 
integrity. In short, data security and issues of ethical conduct among students have become 

significant concerns following the increasing use of digital technologies in schools as a means 

of enhancing learning experiences. This paper attempts to answer the question of how much 

students value data privacy by investigating the students' perceptions of ethical behavior and 

how this influences their acceptance of technology. The study aims to identify significant 

factors influencing students' and instructors' ethical choices in digital environments based on 

the administration of quantitative surveys and qualitative interviews. The results imply that 

ignorance of data privacy rights may lead to careless actions as it may compromise personal 

and institutional data. According to the study authors, such technology courses require 

integrating ethical education along these lines to promote accountability and confidence. 

Hopefully, our study can educate policymakers, teachers, and developers of technology about 
the need to promote proper data protection procedures and high standards of ethics in 

educational institutions.  
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INTRODUCTION: 

Students now engage with content and one another in 

whole new ways, made possible by the fast adoption of 

instructional technology in classrooms. But there are 

serious concerns about student privacy and ethics that 

this change brings up. The challenges of encouraging 

ethical behaviour among users and protecting student 

data are becoming more difficult as educational 

institutions embrace digital technologies. It is common 

for students to be unaware of their rights and obligations 
when it comes to data privacy, which may put them in 

danger when they utilise technology (Jones & Smith, 

2019). The purpose of this study is to investigate how 

data privacy and student ethics relate to one another, and 

how these two aspects impact the effective use of 

technology in the classroom. The purpose of this 

research is to find areas where students are lacking in 

ethical knowledge and awareness by looking at how 

they act and think in online classrooms. To encourage a 

sense of accountability in their student body, it stresses 

the need for schools to place a premium on data security 
and ethical standards. To ensure the integrity of 

educational technology efforts, educators and 

lawmakers must comprehend the importance of student 

ethics and data privacy in building safe and successful 

learning environments. In an increasingly digitised 

educational context, our project aims to provide helpful 

insights for improving ethical standards and preserving 

student data (Anderson, 2018).  

 

BACKGROUND OF THE STUDY 

Educational technology, sometimes known as EdTech, 
has been increasingly embraced by educators and 

administrators of schools in recent years as a method of 

simplifying processes and enhancing the learning 

outcomes of students. The use of educational 

technology comes with a multitude of benefits, two of 

which are the enhancement of productivity and the 

personalisation of learning. On the other hand, new 

technology does bring to light some significant concerns 

about privacy and ethics, which must be properly taken 

into consideration. As a consequence of the growing use 

of technology in educational settings, there has been a 
rise in the number of issues that are associated with the 

behaviour of students (Kim et al., 2020). There have 

been instances of plagiarism, cheating, and unauthorised 

use of web information, which are all examples of these 

difficulties. In addition to affecting the validity of 

academic accomplishments, these issues also affect the 

quality of the learning environment and the potential 

threat to the integrity of academic work. There are 

legitimate concerns about the privacy of student 

information as a result of the widespread collection, 

storage, and use of student data by educational 
technology platforms. In the context of the 

implementation of educational technology, it was of the 

utmost importance that all relevant parties, including 

legislators, have a comprehensive understanding of the 

complex link that exists between student ethics and 

maintaining data privacy. To overcome these 

challenges, it was necessary to conduct a thorough 

investigation of the rules, procedures, and ethical 

principles that now govern the incorporation of 

technology into educational settings (Brown, 2021). 
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One of the most essential ethical considerations was to 

investigate the challenges that students have while 

attempting to navigate the online learning environment. 

These challenges include issues of honesty and 

integrity, as well as concerns about the inappropriate use 

of technology. a thorough investigation of the processes 

by which educational technology platforms collect, 

retain, and protect student data, with a particular focus 

on ensuring compliance with privacy laws and standards 

(Lee & Martin, 2022). The purpose of this study was to 

investigate the connection between student 
involvement, academic accomplishment, and the 

implementation of data privacy regulations. To ensure 

the confidentiality of student information and foster 

ethical conduct on the part of students, researchers 

provide the following guidelines and recommendations 

for the use of educational technology to teachers, 

educational institutions, and lawmakers. This study 

intends to give major new understandings and 

suggestions for increasing data privacy and ethical 

standards in educational technology. The emphasis of 

this research was on these characteristics, which are also 

the intended outcomes of the research. The purpose of 
this research was to provide a comprehensive digital 

learning environment that is reliable for each learner 

(Jones, 2019).  

 

PURPOSE OF THE STUDY 

The purpose of this study was to analyse and assess the 

ethical implications and data privacy concerns that are 

associated with the usage of educational technology by 

students. The objective of this research is to evaluate the 

possibilities and challenges that are associated with the 

protection of student data and the development of moral 
conduct in educational technology settings. This was 

achieved by conducting a review of the policies and 

procedures that were already in place. The findings not 

only increased our understanding of the most effective 

methods, but they also had an impact on those methods, 

which inspired students to make responsible, secure, 

and confidential use of technology in the classroom. 

 

LITERATURE REVIEW 

In times past, educational establishments would conduct 

annual assessments of the percentage of students who 

graduated and those who continued their education. 
Teachers would assemble this information by using 

student grades and the conversation that took place in 

the classroom (Taylor  & Evans, 2023). Although the 

utilisation of data is not a unique idea, learning analytics 

is now seeing a surge in popularity as a consequence of 

many different topics coming together. Some of these 

topics include the amount of data that is being gathered, 

the capacity for storage, the processing power of 

institutions, the kinds of visualisation tools that are 

available, and the need for big data analysis and 

application. Learning analytics has become an 
indispensable instrument in the area of higher education 

as a result of the fact that "the quantification, 

measurement, comparison, and evaluation of the 

performance of institutions, staff, students, and the 

sector as a whole is intensifying and expanding rapidly" 

(Williamson et al., 2020). 

 A company headquartered in China, "learning analytics 

is the measurement, collection, analysis, and reporting 

of data about learners and their contexts, for 

understanding and enhancing learning and the 

environment in which it occurs." This particular 

interpretation of the statement is one of the most well-

known occurrences of the term, and it is used rather 

often. In light of the growing need for learning analytics, 

educational institutions are required to set rules to 

guarantee that their classes are being delivered per the 

strategies that were developed. The most important 
things to keep an eye on are the things that count, such 

as being honest and creating trust, making practical use 

of data, ensuring access, and protecting privacy (Patel, 

2023). About the implementation of learning analytics, 

the Data Quality Campaign has brought attention to 

these four policy themes, which are essential for 

institutions to consider. Data collection, data combining 

from numerous sources and pattern detection, data-

driven decision making, interpretation of outcomes, and 

model update are all examples of the many broad 

processes that are involved in learning analytics. 

Learning analytics is a complicated process that 
incorporates several broad processes for example. 

Within the context of his research, Clow provides a 

graphical representation of the Learning Analytics 

Cycle concept. Once these broad criteria have been 

defined, businesses can adjust their operation methods 

(Etchells, 2019).  

 

RESEARCH OBJECTIVES 

 To evaluate current practices and policies 

related to student ethics in the use of 

educational technology. 

 To assess the effectiveness of existing 

measures in safeguarding student data privacy 

within educational technology deployments. 

 To identify ethical challenges faced by 

students and educators when utilising digital 

tools and platforms in education. 

 To propose recommendations for enhancing 

ethical behaviour and strengthening data 

privacy protections in educational technology 

environments. 

 

RESEARCH METHODOLOGY 

The researcher used a quantitative technique due to the 

restricted time and resources available. After estimating 

a sample size of 1234 using Rao-soft software, 1400 

questionnaires were sent out, 1356 were returned, and 

31 were removed due to incomplete surveys. There were 

1,325 participants in the research. All potential 

respondents were contacted for the survey via a random 

sampling method. While waiting for their educational 

equipment to be completed, students who opted to take 

part in the study were informed about it and had any 

queries answered by the researcher. In cases when a 
respondent could not read or write or was wheelchair-

bound, the researcher would read aloud the survey 

questions and answer categories before taking their 

replies down on the form. People were asked to fill out 

and return surveys all at once in certain locations. 
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Data Collection 

The researcher used a quantitative technique due to the 

restricted time and resources available.  Questions about 

participants' extracurricular involvement in educational 

methodologies: in-depth research based on medical 

equipment served as a control. Questionnaires often 

make use of a rating system called a "Likert scale" to 

gauge respondents' thoughts, feelings, and perspectives. 

In this kind of survey, people are asked to rate how 

strongly they agree or disagree with a statement or issue. 

The potential answers vary from "strongly agree" to 
"agree," but "did not answer," "disagree," and "strongly 

disagree" are also common. It is common practice to use 

numerical codes to denote answer categories; however, 

these codes must be established for each research; for 

example, 5 = highly agree, 4 = agree, etc. Researchers 

viewed respondents' gender and age range as part of the 

demographic data used in the study. All of it is included 

in the demographic information.  

 

Sample 

The researcher used a quantitative technique due to the 

restricted time and resources available. After estimating 
a sample size of 1234 using Rao-soft software, 1400 

questionnaires were sent out, 1356 were returned, and 

31 were removed due to incomplete surveys. There were 

1,325 participants in the research.  

 

Quantitative Method Research 

A wide range of phenomena may be described and 

explained by quantitative research, which makes use of 

mathematical representations and data manipulation. 

The use of numerical representations allows for this to 

be achieved. In recent decades, this phenomenon has 
found extensive use across a variety of fields, with 

unique applications in fields as diverse as geology, 

physics, biology, and sociology. In addition, according 

to Cohen, "quantitative research" refers to social studies 

that use an empirical approach and derive conclusions 

based on facts. When discussing social science studies, 

the phrase "quantitative research" is often used. From 

the author's point of view, an empirical assertion is a 

claim about the actual situation as opposed to an opinion 

on how things should be. As a counterpoint, they bring 

forth the idea of "ought to be." Quantitative research 

often uses numerical representations to state empirical 

claims, which means that empirical assessments are 

necessary. To review, an empirical evaluation is a 

methodical effort to determine how well the programme 

or policy matches up with a predetermined standard. 
One way to do this is to compare the results of the 

evaluation to a standard that has already been set.  

 

Study Design 

It happened throughout this investigation. Throughout 

the whole period, there was no pause in the activity. The 

method was made simpler, and the associated costs were 

much lower since the cross-sectional design's data 

gathering was completed all at once. This made it 

possible for the cross-sectional design to be 

implemented more quickly. Because of her time and 

financial limitations, the researcher determined that a 
quantitative approach would be the most effective for 

carrying out her investigation. Academic community 

members, students, employees of the government, and 

executives of businesses and corporations are all 

included in this. Using stratified random sampling, the 

researchers conducted interviews with staff members at 

each of the following companies. The survey has been 

sent to the staff members. Participants get information 

about the study, and those who are interested may 

complete and return a questionnaire at any time that 

works for them. To answer any questions that may have 
come up as a result of the material supplied, the 

researcher is also present in the waiting room at all 

times. They distributed surveys in several settings to 

save time. 

 

CONCEPTUAL FRAMEWORK 

 
 

RESULT                 

Factor Analysis:  

Principal Components Analysis (PCA), a technique for minimizing the number of variables to be studied, identifies the 

subset of variables (components) that best describes the data. The following situation may be used to demonstrate this 

idea. Let's say the participant's resolution is measured by the researcher using a 25-item survey. By reducing the number 

of questions, researchers seek to minimise the survey's duration. Simplifying the survey by identifying and removing 

duplicate questions using PCA is a smart idea. One of the questions may be removed if, for instance, questions 22 and 25 
are somewhat similar (asking the same subject in slightly different ways). With the PCA approach, researchers may 

narrow down to the important questions or variables. 

 

PCA is also known as exploratory factor analysis (EFA), which is another confusing term for exploratory factor analysis. 

The term "factor" is confusing and imprecise since the EFA researcher is more interested in components than in factors. 

Some software supports PCA as a kind of factor analysis. 
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Principal components analysis was a technique for minimising the number of variables to be taken into account, much 

like exploratory factor analysis. Essentially, this approach aims to reduce the number of artificial variables, or main 

components, that collectively account for most of the variance in the original independent variables from a large number 

of independent factors.  

 

Typical PCA uses are as follows: The researcher may only want to include the variables (questions/statements) that they 

believe most closely represent the construct in the measurement scale if they have previously measured multiple variables 

and believe that some of these variables measure the same underlying construct (say, depression). Consequently, it was 

necessary to determine whether the construct being studied "loads" onto all or part of the variables. 

 

This is helpful for two purposes: (a) determining whether a new measurement scale, such as a questionnaire, can be 
shortened to include fewer items, such as questions or statements; this was because there may be a better way to measure 

the construct of interest, or these items may be superfluous (i.e., multiple items may measure the same construct); (b) 

determining whether an existing measurement scale, such as a questionnaire, can be shortened (i.e., response rates tend 

to be higher in shorter questionnaires). The following list contains only a few instances of how often principal component 

analysis is used. 

 

One typical application of component Analysis (FA) was to confirm the latent component structure of a set of measured 

variables. Although they are not immediately quantifiable, latent factors were assumed to be the fundamental causes of 

observed scores on observable or indicator variables. FA was a model-dependent approach. The modelling of relationships 

between observables, unobservables, and error was its main objective. 

 

The Kaiser-Meyer-Olkin (KMO) Test may be used to determine whether the data is appropriate for factor analysis. The 
test assesses the sample's representativeness overall and for each model variable. The possible common variance across 

data sets was measured by the statistics. A lower proportion suggests that factor analysis may be applied more easily to 

their data.  

 

Values between 0 and 1 are returned by KMO. A helpful guideline to bear in mind while analysing the statistic was that 

the sample is sufficient if the KMO values fall between 0.8 and 1, respectively. 

 Corrective action must be taken immediately if the KMO values are less than 0.6, which suggests that the sample 

was inadequate. While some writers have proposed treating this number as 0.5, you should use their discretion 

to values that lie in the range of 0.5 and 0.6. According to some writers, this number ought to be interpreted as 

0.5. 

 KMO It is implied that there are a significant number of partial correlations compared to the overall number of 
correlations when the values are very near to zero. In other words, due to the nature of the question being asked, 

correlations are rather common, which poses a significant challenge for component analysis. Kaiser assigned the 

following values to the outcomes as a point of reference: 

 Unacceptable from 0.00 to 0.49; awful from 0.50 to 0.59; mediocre from 0.60 to 0.69; moderate from 0.70 to 

0.79. 

 Meritorious: 0.80 to 0.89; marvellous: 0.90 to 1.00. The first step in factor analysis was to determine if the data 

had the required characteristics. Not all data sets—especially those with little or nonexistent correlations between 

the variables—are appropriate for component analysis. The researcher used the following standards to evaluate 

whether or not the data are suitable for factor analysis: The KMO and Bartlett of each independent variable.  

We take a broad view using the KMO and Bartlett test. When Bartlett's test significance threshold was less than 

0.05 and the KMO value was more than 0.5, a strong association is evident. KMO measurements may also be 
calculated for every variable as an extra option. Values higher than 0.5 are acceptable. 

 

 
Table: KMO and Bartlett's Test 

 

The KMO value of the data used for this study is .891. Furthermore, Bartlett’s test of Sphericity derived the significance 

level as 0.00. Hence, the sample was proven suitable for running factor analysis. After performing EFA, four factors were 
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extracted and the eigenvalues of these factors were 34.13, 1.687, 1.225 and 1.217, respectively. Since all the values were 

greater than 1, it refers to the consistency of clustering. In addition, it was observed that the first four factors together 

explained 68.45% of the total variance. Furthermore, the factor loadings of all the items were either equal to or greater 

than 0.5. 

 

Test for Hypothesis 

Educational Technology Deployments 

In the context of education, the term "educational technology deployment" refers to the utilisation of digital tools, 

resources, and platforms to enhance the teaching and learning process. This encompasses a broad range of applications 

and software programs that are intended to assist with a variety of tasks within the realm of education, ranging from 

classroom instruction to administrative tasks. usage of online resources, software, and applications that have been 
developed with education in mind, such as learning management systems (LMS), interactive whiteboards, virtual 

classrooms, and educational apps. To assist with administrative and instructional responsibilities, hardware integration 

was used. Examples of hardware integration include laptops, tablets, interactive displays, and virtual reality (VR) gear. 

Enhancing the delivery of the curriculum and encouraging students to participate in a wide range of learning activities 

may be accomplished via the use of interactive learning tools, digital material, and multimedia. providing teachers with 

ongoing guidance and chances for professional development to assist them in properly incorporating and using 

educational technology into their lesson plans (Fenech, 2020). 

 

Bottom of Form 

Data Privacy 

Providing individuals with the ability to exercise control over their data and protecting their personal information are the 

two primary objectives of having data privacy. As part of this, it was necessary to adhere to the legal requirements, 
safeguard data against misuse and unauthorised access, and maintain transparency and honesty on the utilisation of data. 

Obtaining consent, securing data via encryption and other security techniques, maintaining people's rights to see and 

control their data, and just collecting the least amount of data that is necessary were all important issues to take into 

account. A few of the advantages that come with having efficient data privacy processes are the establishment of 

confidence and the guarantee of responsible use of personal information (Giordmaina, 2019). 

 

Relation between Educational Technology Deployments and Data Privacy  

The handling of significant amounts of personal data that were often linked with the use of educational technology raises 

concerns regarding the protection of individuals' privacy. Institutions are required to get consent from users, responsibly 

handle data, appropriately protect data, and comply with relevant regulations to guarantee the privacy of users' data. To 

protect personal information and preserve confidence, it was essential to find a middle ground between the advantages 
offered by contemporary technology and stringent privacy and data protection regulations (Lauri, 2020).  

 

Based on the above discussion, the researcher formulated the following hypothesis, which analysed the relationship 

between Educational Technology Deployments and Data Privacy. 

 H01: There is no significant relationship between Educational Technology Deployments and Data Privacy. 

 H1: There is a significant relationship between Educational Technology Deployments and Data Privacy. 

 

 
Table: H1 ANOVA 

 

In this study, the result is significant. The value of F is 1115.623, which reaches significance with a p-value of .000 (which 

is less than the .05 alpha level). This means the “H1: There is a significant relationship between Educational Technology 

Deployments and Data Privacy” is accepted and the null hypothesis is rejected. 

 

DISCUSSION  

Technology in the classroom has revolutionised 

education, but it has also brought up serious concerns 

about student privacy and ethics. Schools must 

comprehend the effects of digital tools on student 

behaviour and data management as they include new 

technology in their operations. The rules that govern 

students' behaviour in educational environments are 

known as student ethics, and they stress the need to be 

truthful, have integrity, and respect others. As they work 

on group projects, participate in online debates, and use 

a variety of digital tools, students must remember to act 
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ethically in a technology-driven world. Students create 

a supportive learning environment by acting ethically, 

which in turn encourages their classmates to trust and 

work together. Another major issue with educational 

technology was data privacy. Concerns about data 

security, illegal access, and possible abuse have grown 

in importance due to the growing acquisition of personal 

data via digital platforms. The confidentiality of student 

information is of the utmost importance for some 

reasons, including the need to adhere to laws like 

FERPA and the need to keep the faith of parents, 
students, and schools. Everyone involved from teachers 

to parents and students had a right to know what 

information was being gathered and by whom. When it 

comes to instructional technology, the delicate balance 

between student ethics and data protection is crucial. 

Student engagement with these technologies is likely to 

be good when they are aware of their ethical duties 

related to data sharing. Their learning experiences are 

enhanced, and a culture of accountability was built via 

this interaction. Also, when schools emphasize data 

privacy, they make kids feel protected, which boosts 

their engagement and motivation in class. Nevertheless, 
this setting might provide several difficulties. 

Unintentional invasions of privacy may occur because 

many students may not understand the moral weight of 

their online activities. Furthermore, schools could 

encounter opposition while trying to use new 

technology, especially if there is doubt about how data 

i*s handled. Educators and students alike may benefit 

from training on data privacy and ethical technology 

usage if schools are serious about addressing these 

issues. A culture of responsibility and well-defined rules 

may go a long way towards keeping everyone in the 
loop. Going forward, with the rapid evolution of 

technology, there was an ever-increasing need for 

ongoing education about data privacy and ethics. To 

help children develop a feeling of agency and control 

over their online personas, schools should facilitate 

conversations about these topics. Educational 

institutions may improve the integration of technology 

in classrooms by placing a premium on ethical conduct 

and data security. This eventually resulted in safer, more 

engaging learning environments for all students. In 

conclusion, it is essential to consider student ethics and 

data privacy while using instructional technology. By 
giving careful consideration to these factors, 

educational institutions may establish a climate that 

promotes innovation while also protecting students' 

rights and welfare. 

 

CONCLUSION  

Finally, when it comes to the use of educational 

technology, there is a complex but essential connection 

between the confidentiality of student data and the 

ethics of students. Given the increasing reliance that 

educational institutions are placing on digital tools to 
enhance learning, it is of the utmost importance to 

establish a strong sense of ethics in each student. This 

paradigm not only helps students conduct themselves 

appropriately in the digital world, but it also fosters an 

environment in the classroom that is courteous and 

honest. It was of the highest significance to ensure that 

the information on students is kept secure and private. 

They were more inclined to adopt educational 

technology when they had trust that their data was 

handled with respect and transparency. This includes 

both students and parents. It was ultimately the case that 

this form of engagement enhances education and 

provides students with the resources they need to be 

successful in the digital economy of today. However, 

the road to effective implementation is not devoid of 

challenges along the way. Because of the potential for 

growth to be hampered by a lack of awareness of ethical 
commitments and data privacy, educational institutions 

need to place a strong focus on continual education and 

open communication. One of the most effective ways 

for educational institutions to foster a sense of 

responsibility is by ensuring that both instructors and 

students have access to the resources necessary for their 

success. Going forward, it was very necessary to adopt 

a proactive attitude on data privacy and ethics. Not only 

does this ensure that children are responsible members 

of the digital community, but it also prepares them for 

the academic and professional endeavours that they will 

take part in in the future. When this is done, schools 
would be able to offer children secure environments in 

which they can study, while also harnessing the 

advantages of technology without compromising the 

children's rights or threats to their safety. Within the 

context of an environment that is becoming more digital, 

the future of education was constructed on a strong 

foundation of ethical norms and data security 

requirements. 
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