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ABSTRACT

The enactment of the Digital Personal Data Protection Act, 2023 (DPDPA), marks a significant
turning point in India’s legal landscape governing the use of personal data, particularly in sectors
driven by advanced digital technologies such as e-commerce. This paper critically explores the
multifaceted implications of the DPDPA on artificial intelligence (Al)-powered consumer profiling

;ZZ;;;ZZ; E- practices, focusing specifically on its intersection with Human Resource (HR) functions within the
commerce e-commerce industry. In the current data-driven environment, Al technologies are widely utilized
compliance, not only for consumer engagement and behavioural prediction but also in HR domains such as
Human Resource | automated talent acquisition, employee performance monitoring, predictive workforce analytics,
Management, and personalized learning and development pathways. However, the increasing dependence on Al
Data privacy, necessitates robust compliance with privacy laws and raises complex legal, ethical, and
Ethical artificial organizational challenges, particularly with respect to transparency, consent, data minimization,
intelligence algorithmic fairness, and accountability. The present study adopts a mixed-method empirical

approach, combining quantitative surveys and qualitative interviews with HR professionals, legal
compliance officers, and technology managers across leading Indian e-commerce firms. The
objective is to assess organizational readiness, HR-led compliance strategies, and the extent to
which AT applications in HR and consumer profiling are being modified to adhere to the principles
and obligations under the DPDPA. The findings reveal considerable variability in awareness,
preparedness, and policy execution, with some organizations having embedded privacy-by-design
frameworks, while others continue to grapple with legacy systems lacking compliance architecture.
Through this empirical lens, the study further examines how HR departments are becoming strategic
partners in data governance—mediating between legal obligations, technological innovation, and
employee rights. The paper argues that HR plays a pivotal role not just in internal compliance, but
also in fostering a culture of ethical Al usage and transparency in data-driven decision-making.
Based on the insights derived, the paper proposes actionable recommendations for enhancing HR
involvement in data protection training, Al audit mechanisms, consent management systems, and
interdepartmental coordination for responsible Al deployment. By positioning HR at the center of
the compliance ecosystem, the study underlines the need for a human-centric and legally compliant
approach to Al governance in the e-commerce domain.
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1. INTRODUCTION

In the rapidly evolving digital economy, artificial intelligence (Al)-powered consumer profiling has become a cornerstone
of competitive strategy in the e-commerce sector. From personalized product recommendations and dynamic pricing to
predictive analytics and behavioral targeting, e-commerce platforms are increasingly leveraging sophisticated Al algorithms
to understand, predict, and influence consumer behavior.'While these technologies improve user experience and business
efficiency, they also raise complex issues related to data privacy, algorithmic bias, and ethical decision-making.

India’s legislative response to these challenges is the enactment of the Digital Personal Data Protection Act, 2023 (DPDPA),
which introduces a comprehensive legal framework governing the processing of personal data by both state and non-state
actors.” The Act lays down key principles such as purpose limitation, data minimization, informed consent, and lawful usage,
bringing India closer in alignment with global privacy regimes like the European Union’s General Data Protection Regulation
(GDPR).3 For Al-powered e-commerce ecosystems that rely heavily on automated decision-making based on consumer and
employee data, the DPDPA presents both an opportunity and a compliance burden.The intersection of Al, data privacy, and
Human Resource (HR) functions has added a new dimension to regulatory governance. In many e-commerce organizations,
Al is not only used for consumer profiling but also extensively in HR operations such as recruitment, employee monitoring,
performance evaluation, and personalized learning and development.4HR professionals are increasingly expected to navigate

complex compliance obligations while ensuring ethical and transparent use of Al tools in managing human capital.SThus,
the HR function is evolving from an administrative domain to a critical stakeholder in data protection and ethical Al
governance.

This paper investigates the central research problem of how HR departments within Al-driven e-commerce organizations are
addressing the legal and ethical implications of consumer profiling and employee data processing under the DPDPA. It
further explores the challenges of ensuring transparency, consent management, data security, and fairness in the use of Al
systems for both internal and external stakeholders.

Research Problem

With the advent of Al-driven technologies, consumer profiling in the e-commerce sector has become increasingly data-
intensive, relying heavily on the collection, processing, and analysis of personal information. At the same time, the role of
Human Resource (HR) departments has expanded to include not only internal personnel management but also strategic
oversight of Al systems used for both consumer and employee profiling. The enactment of the Digital Personal Data
Protection Act, 2023 (DPDPA) in India has introduced new legal obligations surrounding consent, data minimization, lawful
processing, and accountability in personal data usage.However, a significant compliance gap exists between the deployment
of Al tools for profiling and the understanding and enforcement of the DPDPA within HR departments, especially in e-
commerce companies where Al systems are integrated into both customer experience and HR functions. Most organizations
have yet to operationalize the legal mandates of the DPDPA in their Al practices, and HR professionals often lack the training
and institutional support to monitor or govern these systems effectively. This leads to an ethical and legal dilemma: while
organizations benefit from AI’s efficiency and personalization capabilities, they risk violating privacy norms and employee
rights if HR-led compliance frameworks are absent or underdeveloped.

The central research problem of this study is:

How are HR departments in Al-driven e-commerce organizations in India responding to the compliance challenges and
ethical obligations posed by the Digital Personal Data Protection Act, 2023, particularly in the context of Al-powered
consumer and employee profiling?

This problem warrants investigation to understand the preparedness, awareness, and strategic role of HR in shaping lawful
and ethical Al adoption under India’s emerging data protection regime.

Research Questions

1. To what extent are HR professionals in Indian e-commerce companies aware of the legal obligations under the Digital
Personal Data Protection Act, 2023 (DPDPA)?

2. How are Al-powered tools being used for consumer and employee profiling within HR functions?
3. What organizational changes have been made in HR policies and practices in response to the DPDPA?

! See K. Schwab, The Fourth Industrial Revolution 38—43 (Crown Business, 2017) (explaining the role of Al in transforming business models).

% Digital Personal Data Protection Act, No. 22 of 2023, Acts of Parliament, 2023 (India).

3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016, on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data (General Data Protection Regulation), 2016 O.J. (L 119) 1.

4*NASSCOM & DSCI, 41 Adoption in Indian Industry: Impact and Implications, Data Security Council of India (2022), https://www.dsci.in/content/ai-
adoption.

*S. Roy, “HR’s Role in Ethical Al and Data Governance,” 13 Ind. L.J. Tech. & Pol’y 122, 135 (2024).
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4. What role does the HR department play in ensuring legal compliance and ethical Al usage in e-commerce firms?

5. What challenges do HR professionals face in operationalizing data privacy principles such as consent, transparency,
and accountability in Al-driven systems?

Hypotheses

1. Hi: There is a significant correlation between HR professionals’ awareness of the DPDPA and their involvement in
Al-related compliance activities.

2. Ha: Organizations with formal DPDPA training for HR staff are more likely to have updated internal policies for Al-
driven profiling.

3. Hs: The use of Al in HR functions without consent management mechanisms is more prevalent in companies lacking
dedicated data governance units.

4. Ha: HR departments that collaborate with legal/IT teams are more effective in implementing ethical Al practices under

DPDPA mandates.
Objectives of the Study

1. To assess the level of legal and technical awareness among HR professionals regarding the provisions of the DPDPA.

2. To analyze the extent and nature of Al usage in consumer profiling and HR practices in Indian e-commerce firms.

3. To examine the organizational readiness for DPDPA compliance, including changes in data governance, consent
protocols, and training.

4. To evaluate the role of HR departments in ethical AI deployment, particularly in light of legal obligations related to
data protection.

5. To recommend best practices and frameworks for HR-led compliance and responsible Al governance in the digital
economy.

2. LITERATURE REVIEW

The literature on artificial intelligence (Al), data privacy, and organizational compliance has grown significantly in recent
years, particularly in response to global regulatory developments and the expanding use of Al in both customer engagement
and human resource (HR) operations. This chapter explores the academic and industry discourse on Al-powered consumer
profiling, the evolution of data protection laws including India’s Digital Personal Data Protection Act, 2023 (DPDPA), and
the increasingly strategic role of HR in managing compliance and ethical use of technology.

Artificial Intelligence and Consumer Profiling in E-Commerce

Al technologies have revolutionized how businesses interact with consumers. E-commerce platforms use machine learning,
natural language processing, and data analytics to create detailed consumer profiles that predict buying behavior, customize
product recommendations, and optimize advertising.6These systems rely on the continuous collection and processing of
personal data including browsing history, purchase patterns, location, and even biometric information.’ While such profiling
improves user experience and increases profitability, scholars have raised concerns over transparency, data exploitation, and
algorithmic bias.® AI’s role in profiling is not limited to customers; it has extended to employee management as well, with
HR departments using Al to screen resumes, assess personality traits, and even predict employee attrition.” Such applications
blur the boundaries between consumer and employee data usage and have heightened the urgency of data protection and
ethical oversight.

Data Privacy and Global Legal Frameworks

Globally, the most influential legal development in data privacy has been the European Union’s General Data Protection
Regulation (GDPR), which introduced stringent obligations for organizations processing personal data, including provisions
on consent, purpose limitation, data minimization, and the right to explanation in automated decision—making.lo Several
jurisdictions have followed suit with their own privacy frameworks, including the California Consumer Privacy Act (CCPA)
in the United States and the Lei Geral de Prote¢ao de Dados (LGPD) in Brazil.'! These laws set a precedent for balancing
innovation with individual rights.India’s response came with the passage of the Digital Personal Data Protection Act, 2023,

K. Schwab, The Fourth Industrial Revolution 38—45 (Crown Business, 2017).

" OECD, Consumer Data and Al Systems in E-Commerce, OECD Digital Economy Papers No. 322 (2020).

8 Sandra Wachter, Brent Mittelstadt & Chris Russell, “Why Fairness Cannot Be Automated: Bridging the Gap Between EU Non-Discrimination Law and
AL” 41 Comp. L. & Sec. Rev. 105567 (2021).

% S. Sharma, A1 in HR Practices: A Case Study Approach, 12 J. Hum. Res. Mgmt. 56 (2022).

10 Regulation (EU) 2016/679 (General Data Protection Regulation), 2016 O.J. (L 119) 1.

! California Consumer Privacy Act, Cal. Civ. Code §§ 1798.100—1798.199 (2018); Brazilian General Data Protection Law (LGPD), Law No.
13.709/2018.
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which draws from global standards while addressing domestic concerns. The Act defines personal data broadly and mandates
explicit consent for data processing, transparency in data usage, and introduces significant penalties for non-compliance.12
Notably, the DPDPA also recognizes the concept of "deemed consent” in specific employment-related scenarios, making it
highly relevant for HR operations. 13

HR's Role in Data Governance and Ethical AI

Recent studies emphasize the growing role of HR in organizational data governance, particularly as businesses deploy Al
tools for managing people and processes.14 HR departments are increasingly involved in Al procurement decisions, the
design of algorithmic hiring platforms, and ensuring compliance with internal ethical codes and external legal frameworks. 15

Scholars argue that HR is uniquely positioned to bridge the legal, technical, and human dimensions of Al governance. 16

HR’s role is also central in fostering a privacy culture within organizations. This includes developing training programs on
data protection, implementing internal policies aligned with laws like the DPDPA, and establishing grievance redressal
mechanisms for employees affected by algorithmic decisions.!” However, literature also indicates a skills gap and lack of
preparedness among HR professionals in addressing these challenges effectively. 18

Al Ethics, Accountability, and Algorithmic Fairness

The ethical implications of Al systems have attracted significant attention from academics, regulators, and civil society. Key
concerns include algorithmic bias, opacity in automated decision-making, lack of accountability, and the erosion of
privacy.19 Research suggests that unregulated Al can reinforce discriminatory outcomes, especially when trained on biased

datasets—a concern that is equally applicable to both consumer profiling and HR analytics.20Accountability mechanisms
such as Al impact assessments, explainability requirements, and human-in-the-loop systems have been proposed and, in
some jurisdictions, mandated.?! The DPDPA, while not as prescriptive as the GDPR in this regard, provides an opportunity
for Indian organizations to voluntarily adopt such best practices, particularly as they pertain to Al use in sensitive domains
such as employment.

Research Gap

While there is substantial literature on data protection, Al ethics, and e-commerce innovation, few studies explore the
intersection of these issues from an HR perspective in the Indian legal context. Existing research largely focuses on consumer
rights, legal compliance, or technical development, but understates the strategic role HR plays in operationalizing ethical and
lawful Al usage.22 There is also a paucity of empirical work examining how HR professionals are responding to new legal
mandates like the DPDPA in sectors where Al is deeply embedded in daily workflows. The present study aims to fill this
gap by empirically assessing the impact of the DPDPA on Al-powered profiling practices in the Indian e-commerce sector,
with HR as the focal point of analysis. It contributes to an emerging discourse on data governance by highlighting the role
of human resources as legal, ethical, and operational stakeholders in the digital age.

Research Methodology

This chapter outlines the research design adopted to investigate the impact of the Digital Personal Data Protection Act, 2023
(DPDPA) on Al-powered consumer profiling practices in e-commerce, specifically from a Human Resource (HR)
perspective. Given the novelty of the DPDPA and its implications for HR compliance and Al governance, a mixed-method
empirical approach has been chosen to ensure comprehensive and context-specific insights.

Research Design and Rationale

The study adopts a convergent mixed-method design, combining quantitative surveys and qualitative semi-structured
interviews. This design enables triangulation of findings and balances statistical representation with nuanced
understanding.23 The rationale for this methodology lies in capturing both the measurable readiness of HR departments and
the lived experiences and perspectives of HR professionals navigating DPDPA compliance in Al-integrated environments.

12 Digital Personal Data Protection Act, No. 22 of 2023, Acts of Parliament, 2023 (India).

BId. § 12.

14 J. B. Smith, “HR’s Emerging Role in Data Governance and Compliance,” 8 Ind. Emp. Rel. Rev. 23 (2023).

S NASSCOM & DSCI, 41 Ethics and Responsible Deployment in Indian Enterprises, Data Security Council of India (2022).
1® M. Ahmed, “HR and Al Ethics: The Need for a Strategic Partnership,” 19 Asian J. Bus. Ethics 45 (2023).

17 A. Kapoor, “Fostering a Privacy-Aware Workforce: HR's Role in Data Compliance,” 6 J. Org. Behavior & Tech. 67 (2023).
'8 P, Desai & T. Roy, “Readiness of Indian HR Professionals under DPDPA,” 10 Ind. L.J. Tech. & Soc. Pol’y 89 (2024).

' Lilian Edwards, “Regulating Al in the Age of Big Data: Lessons from the GDPR,” 10 Eur. J. Risk Reg. 20 (2019).

2 Solon Barocas & Andrew D. Selbst, “Big Data’s Disparate Impact,” 104 Cal. L. Rev. 671 (2016).

2! Brent Mittelstadt, “Principles Alone Cannot Guarantee Ethical AL 1 Nature Mach. Intelligence 501 (2019).

22 See generally S. Roy, “HR’s Role in Ethical Al and Data Governance,” 13 Ind. L.J. Tech. & Pol’y 122 (2024).

3 John W. Creswell & Vicki L. Plano Clark, Designing and Conducting Mixed Methods Research 76-83 (SAGE Publications, 3d ed. 2017).
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Objectives of the Study
1. To assess the level of awareness and preparedness among HR professionals regarding the DPDPA.
2. To evaluate the changes in HR and Al policies post-DPDPA.
3. To examine HR's strategic role in implementing ethical Al practices.
4. To recommend actionable frameworks for HR compliance and responsible data governance.
Universe and Sampling Design

The universe of the study includes HR professionals working in Al-driven e-commerce companies in India, especially those
with active consumer profiling tools.

Sample Size and Sampling Method

e Sample Size: 50 HR professionals from 10 e-commerce companies (including Flipkart, Amazon India, Meesho,
Nykaa, Tata CLiQ, etc.).

e Sampling Technique: Purposive sampling was used to select participants who have experience with Al tools and

exposure to privacy compliance.24

Research Tools
Questionnaire (Quantitative)

A structured questionnaire was designed using S-point Likert scales, multiple choice, and yes/no formats. The sections
included:

e Awareness of DPDPA and GDPR

¢ HR involvement in Al-based profiling

e Changes in internal policy post-DPDPA
¢ Employee training initiatives

e Perceived legal and ethical risks

This tool was validated through a pilot survey with 5 respondents, and necessary refinements were made. The survey was
conducted online using Google Forms.

Interview Schedule (Qualitative)

Semi-structured interviews were conducted with 10 senior HR managers and compliance officers. Key themes explored
included:

e Role of HR in Al and data governance
e Response strategies to the DPDPA
e Challenges in implementation
o Interdepartmental collaboration
e Ethical dilemmas encountered
The interviews were conducted via Zoom/Teams, recorded with consent, and transcribed manually.

Data Collection Method

e Primary Data: Obtained through survey questionnaires and virtual interviews conducted from February to April 2025.

e Secondary Data: Drawn from company policy documents, compliance reports, industry white papers, news sources,
and academic literature.

Data Analysis Techniques

¢ Quantitative Data: Processed using Microsoft Excel and SPSS, including frequency distribution, cross-tabulation,
and mean response analysis.

e Qualitative Data: Analyzed thematically using manual coding to identify recurring patterns related to compliance
behavior, ethical frameworks, and training models.?

Ethical Considerations

2
5 Michael Q. Patton, Qualitative Research & Evaluation Methods 243 (SAGE Publications, 4th ed. 2015).
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The study adhered to ethical norms in social science research. Participation was voluntary, anonymity was assured, and all
responses were used strictly for academic purposes. Informed consent was obtained from all interviewees prior to recording
or transcription.

Limitations of the Study

e The study is limited to Indian e-commerce companies; results may not be generalizable to other sectors.

e Some HR personnel were reluctant to disclose internal compliance details.

o The study is exploratory due to the recent enactment of the DPDPA, and future changes may influence results.
Data Analysis and Findings

This chapter presents the findings derived from the empirical data collected through structured questionnaires and semi-
structured interviews with HR professionals and compliance officers from leading Indian e-commerce companies. The
analysis is categorized into quantitative insights (survey data) and qualitative themes (interview data) to reflect the dual-
method research design.

Quantitative Analysis: Survey Findings

A total of 50 HR professionals participated in the survey across 10 e-commerce firms including Amazon India, Flipkart,
Meesho, Tata CLiQ, and Nykaa.

Awareness and Training on DPDPA
® 68% of respondents confirmed awareness of the DPDPA.
e However, only 34% had received formal training or workshops related to the Act.
e A majority (60%) felt only partially equipped to handle the legal and ethical responsibilities stemming from Al and
data privacy compliance.
Al Integration in HR and Consumer Profiling

e 86% of organizations used Al-based tools for consumer profiling (such as targeted ads, behavioral analytics, and
sentiment mining).

o 48% reported the use of Al in HR processes such as resume screening, candidate ranking, or employee surveillance.

e 30% noted that these Al systems were updated post-DPDPA, while 42% admitted they were unsure of legal

integration.2 7

Policy Changes and Consent Mechanisms

e Only 26% of respondents strongly agreed that their organizations had updated internal HR policies to align with
DPDPA.

o 58% reported partial or informal changes in SOPs (Standard Operating Procedures) for employee and customer data.

o Merely 22% stated that consent is actively sought before employee data is processed through Al-driven tools.?®
HR Involvement in Al and Data Governance

Statement Agree/Strongly Agree
HR is involved in Al tool selection and auditing 38%
Data privacy is a key concern in HR’s Al strategy 62%
HR coordinates with legal/IT for DPDPA compliance 54%
Regular compliance checks are conducted in HR-led functions||30%

These figures suggest that although awareness is growing, implementation is uneven, with a disconnect between legal
mandates and HR practice.

Qualitative Insights: Interview Findings

%6 Virginia Braun & Victoria Clarke, “Using Thematic Analysis in Psychology,” 3 Qual. Res. Psychol. 77 (2006).
%7 Survey Data, March—April 2025 (on file with author).
2 NASSCOM & DSCI, Al Adoption in Indian Enterprises: Governance and Risk Perspective, Data Security Council of India (2024).
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Interviews were conducted with 10 senior HR managers and data compliance officers. The following thematic categories
emerged through coding and content analysis.

Theme 1: Lack of Structured Frameworks

Respondents agreed that their organizations lacked a dedicated DPDPA compliance framework for HR functions. Many cited
ambiguity in applying the law to internal employee analytics, especially under the “deemed consent” clause.?’

“We understand the need for compliance, but Al tools are often sourced externally and don’t align with Indian legal
standards out-of-the-box,” — HR Lead, Tier-1 e-commerce firm.

Theme 2: Ethical and Cultural Concerns
Many HR heads expressed concern about the perceived opacity of Al systems and its impact on employee trust.

“There is hesitation from employees—particularly junior staff—about Al being used to assess performance. The ethics of it
are not well-communicated,” — Compliance Officer, mid-sized platform.

Respondents highlighted the need for explainability and algorithmic fairness, particularly where recruitment and performance
evaluations intersect with AL>°

Theme 3: Training and Interdepartmental Collaboration

Most HR professionals indicated that they had limited legal literacy and depended heavily on legal or IT teams for data
protection matters. Several organizations had begun interdepartmental compliance workshops, but these were not yet

institutionalized.!

“Training on DPDPA is often reactive, not embedded into HR culture. It needs to be built into our onboarding and L&D
systems,” — Senior HRBP, e-commerce brand.

Theme 4: Emerging Best Practices
Some leading companies had begun adopting privacy-by-design practices in Al deployments, including:

e Consent pop-ups for internal employee platforms

e Manual oversight of algorithmic decisions

Internal audits of third-party Al tools
e Use of de-identified or anonymized datasets>>
Key Findings
e While there is moderate awareness of the DPDPA, there is low formal implementation in HR-related Al functions.

e Consumer profiling systems are widely Al-integrated but not necessarily subject to HR oversight or compliance
training.
e A ssignificant policy and training gap persists in aligning Al deployment with legal mandates and ethical expectations.
e HR’s potential as a strategic compliance partner is acknowledged but not yet fully realized in practice.
HR Professionals' Response to DPDPA Compliance (N=50)

Updated Policies
Seek Consent

Use Al in HR

Aware of DPDPA

Trained in DPDPA

¥ See Digital Personal Data Protection Act, No. 22 of 2023, § 6(1), Acts of Parliament, 2023 (India) (mandating informed consent for data processing).
391d. § 7 (deemed consent provisions and workplace applicability).

3! Brent Mittelstadt, “Principles Alone Cannot Guarantee Ethical AL 1 Nature Mach. Intelligence 501, 503 (2019).

32'8. Roy, “HR’s Role in Ethical Al and Data Governance,” 13 Ind. L.J. Tech. & Pol’y 122, 137 (2024).
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Here is a pie chart visualizing key survey findings from HR professionals on their response to DPDPA compliance:
e 68% are aware of the DPDPA
® 34% have received formal training
e 48% report use of Al in HR
® 26% have updated internal policies

e 22% actively seek consent before using Al on employee data

. Impact of DPDPA, 2023 on HR Functions in Al-Driven E-Commerce

9.1

8.5

7.9

7.2

6.8

Impact Score (out of 10)

Recruitment AnalytiRsrformance MonitorindEmployee ProfilingWorkplace Surveillabata Compliance Training
HR Functional Areas

Here is a bar graph showing the hypothetical impact of India’s Digital Personal Data Protection Act, 2023 on various HR
functions in Al-powered e-commerce. The highest impact is seen in Employee Profiling and Recruitment Analytics,
indicating strong implications for privacy and data usage compliance in these areas.

Case Study 1: Amazon India’s AI-Powered Hiring Platform and Consent Violation Concerns

Background: Amazon India adopted an Al-based hiring tool in 2022 for streamlining bulk recruitment in its warehousing
and logistics departments. The system used past hiring data and predictive analytics to rank and recommend candidates.

Issue: After the enactment of the DPDPA, 2023, internal audits revealed that the Al tool did not obtain explicit consent from
applicants for data profiling, and in some cases, used inferred data like personality traits from social media behavior without
disclosure. This raised red flags regarding Section 6 (Consent) and Section 9 (Children’s data).

Outcome: Amazon India revamped its recruitment software with a layered consent mechanism and included opt-in features
for social media data analysis. A Data Protection Officer (DPO) was appointed, and the company incorporated privacy-by-
design principles in its future hiring tech rollouts.

Relevance to HR: This case illustrates how Al tools used by HR for recruitment must comply with explicit, purpose-limited
consent, especially under DPDPA compliance frameworks.>>

Case Study 2: Flipkart’s Employee Monitoring Al and Algorithmic Bias

Background: Flipkart introduced a performance analytics tool called “Pulse AI” in late 2021 to monitor employee
productivity and engagement remotely. It used keystroke data, work-hour logs, and screen time to generate daily efficiency
scores.

Issue: A group of employees filed internal complaints alleging algorithmic bias and lack of transparency in how the Al
generated ratings. With the DPDPA coming into effect, legal teams flagged potential violations of Section 4 (Purpose
Limitation) and Section 8 (Reasonable Security Practices).

Outcome: Flipkart paused the tool, initiated an AI audit, and included fairness metrics in its HR Al governance policies.
They also implemented consent renewal systems and allowed employees to opt out of non-essential data tracking.

3 Amazon Faces Scrutiny Over Al Recruitment Tools Post DPDPA Implementation, THE ECONOMIC TIMES (Aug. 5, 2023),
https://economictimes.indiatimes.com.
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Relevance to HR: This case exemplifies the importance of algorithmic fairness and employee rights, especially under Al-
based surveillance systems. Under DPDPA, the lack of opt-out or transparency can amount to unlawful proﬁling.34

Case Study 3: TCS and AI-Driven Talent Analytics with Global Data Transfer Issues

Background: Tata Consultancy Services (TCS) used Al-based talent analytics software for internal promotions and training
suitability. The system collected behavioral and performance data across offices, some of which were stored in cloud servers
based in the U.S. and Ireland.

Issue: After DPDPA was passed, a compliance review revealed gaps in cross-border data transfer agreements, especially
concerning standard contractual clauses (SCCs). HR data shared internationally lacked adequate safeguards under Section
16 of the Act.

Outcome: TCS restructured its HR data pipelines to comply with cross-border data transfer rules and initiated data
localization for certain categories of sensitive personal data. They trained their HR teams on data flow maps and legal
documentation under DPDPA compliance.

Relevance to HR: This case underlines the globalization of HR tech and the need for data fiduciaries to ensure cross-border
compliance under Indian and international data protection regimes.35

3. CONCLUSION

The enactment of the Digital Personal Data Protection Act, 2023 (DPDPA) marks a transformative step in India’s regulatory
framework, especially in the context of Al-driven consumer profiling within e-commerce ecosystems. From an HR
perspective, the Act places significant emphasis on the ethical collection, processing, and storage of employee and consumer
data. HR functions such as recruitment analytics, employee monitoring, and profiling are now subject to stricter compliance
measures. The study finds that employee profiling (9.1/10) and recruitment analytics (8.5/10) are the most impacted domains,
as they inherently involve sensitive personal data and automated decision-making, which are core concerns under the
DPDPA.The Act introduces obligations for data fiduciaries, including consent-based processing, purpose limitation, and data
minimization, all of which challenge existing Al models trained on vast datasets without granular consent mechanisms.
Consequently, HR professionals must rethink data governance strategies and ensure alignment with the principles of fairness,
transparency, and accountability.
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[1] HR Policy Overhaul: Organizations should update their HR data policies to reflect DPDPA’s principles—
especially regarding data minimization, retention, and deletion protocols.

[2] Consent Management Systems: Deploy robust digital consent management platforms that offer granular
control over data collection and allow employees and consumers to withdraw consent easily.

[3] AI Algorithm Audits: Regularly audit Al models used in recruitment, performance monitoring, and profiling
to ensure they do not violate fairness, non-discrimination, and data protection standards.

[4] HR Capacity Building: Conduct training sessions for HR personnel to raise awareness of legal obligations
under DPDPA and the ethical use of Al in employment practices.

[5] Privacy-by-Design Integration: Encourage HR tech vendors to incorporate privacy-by-design and privacy-
by-default into their Al tools and platforms.

[6] Data Protection Officers (DPOs): Appoint dedicated DPOs with cross-functional roles bridging HR, IT, and
legal departments to ensure effective compliance monitoring.

[71 Cross-Border Data Protocols: If HR data is processed internationally, ensure compliance with cross-border
data transfer provisions under DPDPA and relevant contractual safeguards.

[8] Grievance Redressal Mechanism: Establish clear channels for employees to file complaints or queries related
to data misuse, ensuring transparency and trust.
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