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ABSTRACT 

The explosive growth of e-commerce in previous years has brought unprecedented convenience 

and global business scope to online trading and at the same time increased the potential of online 

transaction fraud. Since cybercriminals exploit the vulnerabilities preprogrammed in the digital 

payment systems, online commerce platforms are facing mounting pressures to build end-to-end 

cybersecurity frameworks that are designed to protect valuable consumer information and financial 

integrity. The current research examines the efficiency of three commonly used cybersecurity 

frameworks, namely, NIST Cybersecurity Framework, ISO/IEC 27001, and PCI DSS, in averting 

online transaction fraud in the e-commerce spheres. By analyzing fraud-incidence reports, 

compliance-assessment records, and published breach case studies, this study discovers the 

relationships between the maturity of framework implementation and the effectiveness of fraud 

mitigation. A comparative analysis of three leading e-commerce platforms is also performed to 

compare the speed of threat detection, accuracy of response, and the level of the success of 

authentication on transaction levels. The empirical evidence shows that a multi-layered, 

compliance-based security architecture impacts positively on the likelihood and consequence of 

online fraud. The paper ends with the recommendation of an adaptive, risk-based model of 

cybersecurity integration that is unique to the real-time e-commerce environment  

 

https://acr-journal.com/
mailto:victorsuresh15@gmail.com
mailto:anu.krithi4@gmail.com
mailto:abhayjaind352@outlook.com
mailto:megha.sharma@thakureducation.org
mailto:7505264391akg@gmail.com


Dr.Suresh V , Dr. Krithika P , Abhay Jain , Dr.Megha Sharma , Akansh 

Garg, Nishtha 
 

Page. 1848 

Advances in Consumer Research| Year: 2025 | Volume: 2 | Issue: 4 

 

The fast growth of electronic commerce has essentially transformed consumer behavior and the overall retailing environment, 

which has allowed instant, cross-border online exchanges. At the same time, the recent increase in online buying and the 

spread of digital payment methods have caused a significant increase in cyberattacks, the most common of which are 

transaction fraud, phishing, credential stuffing, and payment gateway attacks. It has been estimated that online payment fraud 

cost the world more than USD 41 billion in 2023 and the number is expected to grow to USD 48 billion in 2025 [1]. In an 

attempt to reduce these risks, businesses that work in the sphere of e-commerce have started to implement standardised 

cybersecurity frameworks like the “NIST Cybersecurity Framework, ISO/IEC 27001”, and the “Payment Card Industry Data 

Security Standard (PCI DSS)”. These models provide a shared reference architecture of layered protocols that include risk 

assessment, data encryption, access control, vulnerability elimination, and compliance audit. Even though their use is 

required by some jurisdictions and has been widely accepted, empirical findings show that their effectiveness in preventing 

real-time fraud is debatable. Academic research demonstrates that organisations compliant with PCI DSS enjoy a reduced 

regulatory risk, but that attackers will take advantage of the vulnerabilities created by implementation failures and fast-

changing fraud conditions that tend to outstrip fixed security controls [4]. Besides, a large percentage of current frameworks 

do not cope with emerging threats, such as AI-based phishing attacks, SIM-swapping, or session hijacking. Accordingly, 

hybrid architectures that combine static countermeasures and dynamic tools, including AI-powered anomaly scoring and 

real-time authentication are promoted by some industry stakeholders [5]. The current analysis questions how far these 

systems can limit the occurrence of transaction level fraud in e-commerce settings. It contrasts their maturity, the rate of 

breaches and their ability to identify unauthorised activity in Amazon, Shopify and Flipkart. The results will guide the 

stakeholders on whether the current frameworks are sufficient or they need newer, more adaptive and behaviour-aware 

cybersecurity models in the modern e-commerce infrastructures. 

II. RELATED WORKS 

Emergence of Cybersecurity Frameworks in E-Commerce 

In the current digital business landscape, proper cybersecurity systems are a necessary risk management component in the 

contemporary business environment. Due to the increasing interconnections of e-commerce platforms, digital payment 

mechanisms, and global trading channels, the arising risk surfaces become broader, thus exposing organisations to the ever-

changing cyber threats. As a result, cybersecurity has evolved into a proactive core process. Frameworks have become the 

blue print of architecture of protection of operations, regulatory compliance and maintenance of customer trust. One of the 

most powerful tools is the National Institute of Standards and Technology (NIST) Cybersecurity Framework, which was 

initially developed to enhance the protection of the critical infrastructure of the United States. It has then been embraced in 

various industries all over the world. The five core functions of NIST, Identify, Protect, Detect, Respond, and Recover, 

provide a modular, flexible framework, which allows risk management to be customised in an incremental nature. This 

flexibility makes the framework especially applicable to the e-commerce settings with dynamic transaction flows, high 

volume, and rapidly changing threat vectors. The fraud-prevention system developed by Amazon, as an example, is based 

on NIST principles and combines the capabilities of behaviour analytics, device fingerprinting, and machine-learning 

technologies to identify anomalies in real time. To supplement NIST, there is the ISO/IEC 27001 which is the globally 

accepted information security management system (ISMS) framework that has been jointly issued by International 

Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). The ISO/IEC 27001 

focuses on the protection of confidentiality, integrity and availability through a structured risk management procedure. 

 It includes governance, internal controls, risk management, access policies and business-continuity planning. In the e-

commerce environment where sensitive customer data and payment data are passed back and forth regularly, ISO/IEC 27001 

enables the consistent implementation of data-integrity measures, role-based access controls, and incident-response 

procedures. Independent empirical research shows that organisations certified to ISO/IEC 27001 realise an average decrease 

in the number of successful frauds by 36 %. The result is mostly due to the strict requirements to access-control policies, 

incident-response capabilities, employee-awareness programmes, and continuous-improvement cycles. Such controls 

develop an active security culture that is based on prevention rather than detection. Also, the Annex A of the framework 

concerns relationships with suppliers, encryption, logging, and asset ownership, which are the potentially weak areas in any 

third-party-centric e-commerce environment. 
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Figure 1: Advancing data privacy [8] 

In the field of information security, ISO/IEC 27001 and NIST Cybersecurity Framework (CSF) offer a wide governance 

framework and strategic alignment, but sector-specific standards, like Payment Card Industry Data Security Standard (PCI 

DSS) offer operational specificity to organizations dealing with card-based payments. The new version 4.0 of PCI DSS has 

twelve fundamental requirements which include configuring network firewalls, encrypting stored and transmitted cardholder 

data, secure software development, access control systems, and frequent penetration testing. Organisations which are 

involved in the storage, processing or transmission of payment card data such as electronic commerce websites, payment 

gateways and mobile wallet providers are required to prove PCI DSS compliance. The main advantage of the framework is 

that it focuses on transactional integrity and secure processing environments. An example of such compliance is the 

integrated payment infrastructure of Shopify, which is used to provide end-to-end encryption of card data and keep frequent 

audit logs. However, researchers warn not to assume that compliance alone ensures perfect protection due to a large number 

of breaches that took place in technically compliant organizations. This contradiction highlights a key flaw in compliance-

based models: obedience does not necessarily translate into success.  

There is a common problem of partial or incomplete control implementation. Despite the fact that most organizations achieve 

an audit nominal level of compliance, they have not been able to translate the requirements into meaningful operations. 

Access management controls, log reviews, or encryption controls might be improperly set up, not uniformly applied across 

systems or not properly tested in modern threat situations. There are also gaps in enforcement; policies regarding access-

control can be well-documented, but poor monitoring and enforcement can lead to sharing of credentials, privilege escalation, 

and compromise of dormant accounts. These are technical weaknesses of the framework undermined by these human and 

operational weaknesses. Besides, hackers have developed methods that can break through conventional security walls. 

Sophisticated attacks, such as credential stuffing, phishing using rogue storefronts, and malware injection during checkout 

(formjacking) and business-logic attacks often bypass the controls dictated by the compliance requirements. An example is 

that PCI DSS does not require behavioral anomaly detection or real-time risk scoring and, thus, creates a critical protection 

gap in settings where fraud patterns are rapidly changing. Likewise, the ISO/IEC 27001 standard provides an effective risk-

management framework, but it does not specify any technical countermeasures against novel threats like AI-based phishing, 

deepfake voice fraud, or session hijacking. 

Cybersecurity is becoming an area of study that requires dynamic architecture leveraging the power of intelligence-based 

systems to transform simple compliance to long-lasting resiliency. As fraud has increasingly become a problem, e-commerce 

businesses have become more and more accustomed to using machine learning (ML) and artificial intelligence (AI) to detect 

fraud. These tools enable systems to question anomalies in user behavior, purchase history, device signatures, and 

geolocation patterns, thus making finer-grain real-time evaluation possible. Companies like Amazon and PayPal have been 

able to demonstrate this method; they process millions of data points every second and use that to produce a dynamic risk 

score that then automatically blocks the transaction or requires greater authentication. Another development that goes hand 

in hand with this, the use of behavioral biometrics and “multi-factor authentication (MFA)” in identity verification, adds 

another contextual layer that most old frameworks overlook. Such aspects as typing speed, touchscreen pressure, and mouse 

movement are now used to validate the authenticity of users.  
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Despite these improvements, fundamental frameworks such as NIST, ISO 27001, and PCI DSS are still essential. They build 

basic security hygiene, legal defensibility and structural consistency in the enterprise. However, the current trends in frauds 

highlight the fact that compliance should be taken to the next level where it is dynamic and risk-based. Proper security 

programs hence are those, which are able to combine technical controls, user behavior modeling, and ecosystem-wide 

visibility, which emphasizes the significance of constant monitoring and adaptive operationalization. To conclude, 

cybersecurity frameworks create the main framework of digital risk management especially in e-commerce settings where 

speed is a key factor. Their strategic worth is reflected through reduced fraud, enhanced governance, and regulatory 

compliance. However, the ability to counter the modern threat demands the gradual use of smart technologies, which have 

the potential to learn and act in real time to supplement the existing structures. It is only this proactive, resilient paradigm 

that can allow organizations to transition out of passive compliance to proactive, sustainable defense. 

III. METHODOLOGY 

In this study, a qualitative-comparative research design is used to assess three of the most important cybersecurity 

frameworks “(NIST CSF, ISO/IEC 27001, and PCI DSS)” regarding their potential to prevent online transaction fraud in the 

e-commerce setting. The research combines document analysis, secondary data synthesis, and case comparison to conclude 

the impact of these frameworks on the occurrence of frauds, detection prevalence, and compliance resilience. Analysis data 

are based on 40+ peer-reviewed literature sources, compliance audit reports, and the public disclosures of major e-commerce 

platforms worldwide in terms of security. The frameworks that have been scrutinized were selected due to their prevalence 

in the industry and compatibility with the security protocols at the transaction level. Amazon, Shopify, and Flipkart were 

chosen as target platforms on the basis of such criteria as customer volume, the frequency of transactions, and the presence 

of documented cybersecurity controls. A feature-framework matrix will draw comparisons between the proficiency of each 

model on the five key areas: identity and access management (IAM), data protection, threat detection, incident response and 

fraud-specific controls. The matrix offers an orderly foundation of the performance comparison by correlating every control 

with empirical evidence based on platform security practices. 

Table 1: Comparative Features of Cybersecurity Frameworks 

Security Domain NIST CSF ISO/IEC 27001 PCI DSS v4.0 

Identity & Access Mgmt. Risk-based, adaptive IAM Role-based IAM Strong user auth, MFA 

Data Protection Encryption, backup, DLP Data classification, risk controls End-to-end encryption 

Threat Detection Continuous monitoring Periodic risk assessment Regular log review & IDS 

Incident Response Defined response tiers Business continuity integration Breach notification SLA 

Fraud-Specific Controls Supports anomaly scoring General ISMS, no fraud focus Strong in card fraud (CDE) 

 

Each framework was evaluated based on its operational scope, update frequency, industry adoption, and compatibility with 

real-time fraud detection mechanisms. Public security incident reports were analyzed to determine breach rates and fraud 

impact across selected platforms. This helped in mapping compliance level to fraud mitigation effectiveness. 

IV. RESULTS AND ANALYSIS 

The effectiveness of the cybersecurity systems in preventing online transaction fraud was analyzed using a cross-platform 

review of three e-commerce giants, namely, Amazon, Shopify, and Flipkart. The strategy used by each organisation to 

prevent fraud was evaluated against its use of the NIST Cybersecurity Framework, ISO/IEC 27001 or PCI DSS. The paper 

has used public security disclosures, third-party audits, and published breach reports to measure their performance on the 

basis of four main indicators which include the rate of fraud incidence, latency in response, transaction integrity, and 

protection of the customer. Amazon uses multi-layered security architecture based on the principles of NIST CSF along with 

AI-based behavioural analytics and continuous monitoring solutions. Latency in detecting fraud in the company is said to be 

less than 60 seconds and more than 98 percent of suspicious transactions are blocked before their authorisation [1]. In 2023, 

Amazon recorded a 31 % year-over-year reduction in successful account takeovers (ATOs), which was due to adaptive 

authentication controls and real-time risk profiling using the NIST functions of Identify, Protect, and Detect. Moreover, its 

compliance maturity in all NIST categories made Amazon receive Level 4 “Adaptive” in the 2023 Cyber Maturity 

Benchmark by Deloitte [2]. Shopify, on the contrary, uses a hybrid approach, which is a combination of PCI DSS and 

ISO/IEC 27001. Being a platform-as-a-service (PaaS) provider to thousands of merchants, Shopify security posture is 

centered on encryption, tokenisation, and isolation of the multi-tenant infrastructure. 
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Figure 2: Cyber security framework [7] 

 Although being fully PCI DSS v4.0 compliant, Shopify witnessed a 14 % raise in the number of merchant disputes connected 

to fraud during the 2022 holiday season. This was associated with phishing of third party plug-ins and API-driven storefronts, 

which were not considered as part of the “PCI-defined cardholder data environment (CDE)”. However, average response 

time of the platform to the flagged transaction was less than two minutes, thanks to the internal fraud engines and user-

behaviour scoring. The ISO 27001-consistent procedures facilitated the continuity of operations during the mitigation of the 

attack, but they were not specific to fraud, which limited them in dynamic threat situations. In its fraud-prevention 

architecture, Flipkart has only PCI DSS. The adherence of the company to PCI standards includes identity verification, point-

to-point encryption, and multifactor authentication. Although it was not significantly affected by fraud incidents in 2023, it 

also recorded a high response latency after it implemented a multifactor authentication system in the same year. This led to 

a corresponding reduction in customer activity, which made Flipkart correct operational limitations by incorporating third-

party risk-scoring services.  

 

Figure 3: ISO 27001 [5] 

The results show that companies that use layered security architectures utilizing powerful frameworks, including Amazon, 

which uses NIST CSF, can enjoy better results in fraud prevention and mitigation, as the rates of fraud are low, and latency 

is quick, transactions are secure, and customers are well-protected. Combined implementations of hybrid frameworks, such 

as the one used by Shopify, which integrates both PCI DSS and ISO/IEC 27001, have potential to cover data privacy, 
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compliance and security continuity in organisations, but fail to perform adequately in dynamic threat conditions. The frame-

only compliance, as in the case of Flipkart that uses PCI DSS can bring less impressive benefits in terms of fraud prevention, 

but this approach is still cost-effective and adequate to the needs of organisations whose activity is not as complex or 

regulated. Flipkart, the largest e-commerce company in India, is an ISO/IEC 27001 certified company, and partially 

compliant with PCI DSS, as far as payments subsidiary is concerned, PhonePe. The fraud prevention architecture of the 

platform includes verification using OTP, internal anomaly detection systems, and transaction throttling. These controls 

alleviated the threats of brute-force and credential-stuffing; however, quarterly incident reports showed that refund fraud and 

triangulation scams rose by 21 % in Q1 2023. This increase was explained by the analysis as the result of inadequacies in 

adaptive threat detection and lack of a centralized fraud-scoring system, which is not sufficiently covered by the ISO 27001 

ISMS framework. The incident response time of Flipkart was at the level of 3-5 minutes after detection, and the customer 

resolution sometimes had to be resolved within 48 hours, which undermined trust and made it harder to manage disputes. 

Table 2: Summary of Platform-Level Fraud Metrics (2023) 

Platform Primary 

Framework 

Fraud 

Rate 

Reduction 

Detection 

Latency 

Transaction 

Integrity 

Adaptive 

Controls 

Present 

Amazon NIST CSF ↓ 31% in 

ATOs 

< 60 sec 98.6% Yes 

Shopify PCI DSS + 

ISO/IEC 

27001 

↑ 14% in 

merchant 

fraud 

~ 2 min 95.2% Partial 

Flipkart ISO/IEC 

27001 

↑ 21% in 

refund 

scams 

3–5 min 91.4% No 

 

Comparative analysis of cybersecurity frameworks shows that the modular and behavior-aware architecture of NIST grants 

better flexibility in the fight against new patterns of fraud. It is discovered that platforms that build on the standard 

frameworks with AI-powered anomaly detection systems, continuous authentication solutions, and real-time decision 

engines are more resilient to fraudulent activity. In comparison, compliance-based standards like ISO 27001, which are 

effective in a wider view of information security, require more tooling to reflect the ever-changing transactional threat 

landscape. The findings imply that the effectiveness of cybersecurity does not necessarily rely on the adoption of frameworks 

but on the implementation of these frameworks into platform-specific settings. The combined regulatory compliance and 

dynamic monitoring, fraud-specific scoring, and context-sensitive response protocols are demonstrated to provide superior 

protection to e-commerce situations in hybrid models. 

The results underscore that framework effectiveness in transaction fraud prevention is not solely determined by compliance 

but by the depth and adaptability of implementation. Amazon’s superior performance stems from its integration of the 

NIST CSF with contextual AI models, enabling rapid detection, proactive blocking, and continuous learning from fraud 

signals. Shopify, while compliant, struggled with fraud vectors emerging from external dependencies exposing the 
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limitations of relying on standardized controls without layered behavioral analysis. Flipkart’s challenges highlight the 

importance of centralized fraud scoring systems and advanced signal correlation across user touchpoints. 

Furthermore, the platforms differ in fraud resolution timelines and customer trust recovery protocols. Amazon resolved 

over 90% of flagged fraud cases within 24 hours, while Flipkart’s 2–3-day window affected user experience. Shopify offered 

strong encryption and PCI adherence, but lacked uniform enforcement across merchant ecosystems. This emphasizes the 

need for ecosystem-wide security enforcement, not just backend compliance. 

 

Figure 4: Risk Management 

Overall, the comparative data indicate that real-time adaptability, automated risk modeling, and integration of behavioral 

biometrics significantly enhance the capacity of frameworks to reduce fraud exposure. Platforms that extend traditional 

standards with intelligent fraud engines and context-aware alerting demonstrate measurable reductions in financial loss and 

reputational risk 
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