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KEYWORDS ABSTRACT

Blockchain, Smart This paper assesses decentralized consumer transactions using blockchain and smart contracts
Contracts, with consideration to marketing and financial aspects. Security is also increased by using
Consumer blockchain since it is decentralized, hence minimizing fraud and increasing the level of trust
Transactions, between consumers and other companies. Smart contracts also apply to basic transactions,
Marketing, contract compliance, and a variety of reward systems. To evaluate the efficiencies of the four
Financial algorithms, PoW, PBFT, DPoS, and Ethereum Smart Contracts, each algorithm was tested using
Technology. custom set of consumer transaction data. The results of simple experiments show that the

fastPBFT reached the greatest transaction vali- dation speed, 92.4%, then DPoS 89.1%, PoW
72.8% and Ethereum contracts 85.6%. The analysis of efficiency showed that DPoS had the
highest efficiency at 90.3% and PoW had the lowest at 48.7 percent. Compared to related work,
our framework achieved up to 16% percent improvement in the accuracy of the transactional data
and 12% reduction in the time taken to process information. This paper attests that the use of
blockchain and smart contracts will revolutionize the efficiency of financial transparency,
marketing intricacy, and consumer trust. These insights are useful for implementing blockchain
in industries that include the consumer, particularly industries that require high security and
performances.
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1. INTRODUCTION

The remarkable development of blockchain technology has influenced the expansion of new opportunities and threats in
business, marketing, and finance. Blockchain, an open and distributed database, is its ability to alter consumer transaction
processes. With smart contracts, which are digital contracts whose terms are coded and automatically executable, this
technology is expected to accelerate the efficiency of conducts, improve security, and simultaneously offer improved
visibility for consumer marketing and financial services [1]. Relative to consumer transactions, they remain a transparent
system when compared to the standard systems. It also includes every transaction in a public record and makes every
networked transaction immutable, which helps to minimize chances of fraud and disagreement. Smart contracts also improve
transaction flow by automating the enforcement and execution of the contract without requiring the services of third parties
and human intervention [2]. This can result in quicker, less costly, and more secure purchases for customers and companies.
There are a few areas those are closely connected to marketing: As such, blockchain technology is capable of enhancing the
efficiency of advertising and loyalty programs, as well as enhancing the authenticity of the information contained in such
processes between the involved parties [3]. Equally, in the financial sector, blockchain has the potential to lower certain
costs, promote cross-border payments and operate efficient decentralised financial instruments. The purpose of this study is
to analyze the influence of blockchain and smart contracts on consumers’ transactions with an emphasis on the change that
might be experienced in marketing and financing.

2. RELATED WORKS

The use of blockchain has been adopted in many fields because of its benefits which include ability to implement changes,
decentralization, and security. Health insurance, agriculture, urban development, and cybersecurity reveal the categories of
existing studies concerning blockchain applied to the general fields that are connected to the use of consumer transactions,
marketing, and finance. The use of blockchain and smart contracts has been of significant interest and relevance in the health
insurance field. Isa et al. [15] described how the use of smart contracts based on blockchain technology can be used to
improve the claims processing in health insurance. Despite there being only a simplified example used, it can be seen that
blockchain holds great potential in decreasing fraud, improving the speed of claim payment, and improving attitudes of
insurers to their customers. These are outlined as follows: Adoption of the technological revolution: The research shows that
the application of blockchain technology for the enhancement of the insurance business would make it less expensive and
not vulnerable to fraud.

It has also equally been seen to hold the promise of applicability in businesses within the small-scale and localized
agricultural food system. Jellason et al. [17] discussed how block chain technology can strengthen supply chain measures so
that the Agri-food firm can trace products origin and quality for the small scale firm. One of the benefits of blockchain in the
supply chain is that by providing consumers with significant and concrete data on the product, the business is able to build
trust with the consumers. The same can be used in consumer transactions where blockchain has a potential to be applied to
ascertain the authenticity of products in marketing and finance.

In the urban transformation space, blockchain technology has emerged as an important tool of sustainable city transformation.
Joysoyal et al. [18] have also discussed about the viability of blockchain in supporting sustainable city evolution in
Bangladesh. They talked about how blockchain can be applied to city processes and systems, such as smart city control,
energy supply, and the like, to increase efficiency due to increased openness and responsibility. This concept can be
extrapolated as to consumer operations by applying blockchain in facilitating transparent and decentralized markets to boost
consumption quality. Another useful field is cybersecurity, where blockchain has proven itself as an effective way to ensure
the security of online platforms. Kabanda et al. To enhance the cybersecurity of the Ethereum blockchain architecture, the
authors in [ 19] used Deep Reinforcement Learning and Q-learning algorithms . Their work was centered towards the
detection and prevention of weaknesses, especially in DApp systems. The security of the consumer data through the
blockchain transactions makes it beneficial in the fields of finance and marketing where identifying and protecting the
consumer details is critical. Similarly, the SMEs have also incorporated the use of blockchain for various reasons such as
governance and transparency. Kumar et al. Another source also divided the uses of BC in the context of SMEs so |
categorized it as follows: BC is most useful in improving the level of business transparency; decreasing the cost of
transactions; proffering safe means of ascertaining the genuineness of products. This applies to consumer transactions where
SMEs can use blockchain to create trust as well as validate the authenticity of goods and services being sold in the market.
The typical application of blockchain within the financial sector is particularly apparent. Rahman et al. conducted a
systematic review and bibliometric analysis of blockchain in banking industry. Their study also highlighted the various ways
through which blockchain benefits fraud reduction, transactions acceleration, and better customer relations. All these
attributes are in tandem with the use of blockchain in the sphere of consumer finance because it offers a safe and effective
way of handling transactions and credits, score giving, and consumers’ contracts. Naim et al., examined the use of blockchain
technology especially in predicting prices of the cryptocurrency, such as Bitcoin. [23]. Their research thus demonstrated how
this new technology can create secure price prediction systems that are quite crucial for investors and buyers within the
crypto-markets. Due to the efficiency of keeping records and providing accurate market data, the use of Blockchain
significantly contributes to increasing the transparency of certain financial sectors and services, which are popular among
consumers. Nigam et al. conducted another study on the identification of key genes related to bipolar disorder. [24] adopted
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the approach of financial innovation and marketing tactics based on blockchain for consumers’ payment solutions and
improving customers’ loyalty. Their research proposes that blockchain will aid in enhancing the marketing techniques used
while creating value for organisations by enhancing data security and transparency, which would enhance consumer trust
and interaction. Blockchain technology in loyalty programs and marketing campaigns improves consumer experiences by
providing a reliable way of handling rewards distribution and tracking.

Lastly, there has been the emerging focus on blockchain in metaverse with authors such as Pandey and Gilmour [25]
considering its application within financial reporting. Accounting practices in the metaverse were also a point of concern and
how blockchain would enable record-keeping of account transactions in a transparent manner. This can be linked with
consumer’s transaction conducted in virtual markets since in the use of the blockchain entails validation of all financial
activities to make increasing consumer trust towards virtual markets.

3. METHODS AND MATERIALS
This paper explores how blockchain technology and smart contracts will affect transactions with the emphasis on marketing
and finance. The work uses both qualitative and quantitative data in a computational analysis of the technological processes,
effectiveness, and practical applications. The sources of the data for this study include published academic papers, blockchain
platforms, financial transaction datasets, and promotional strategies that use blockchain technology [4]. The paper employs
algorithmic analysis as well as modelling to illustrate how blockchain and smart contract may be integrated into consumer
transaction platforms. In turn, four other algorithms based on blockchain will be discussed concerning their performance and
applicability to consumer transactions [5].
Data Collection
In this paper, the data was obtained from public databases and blockchains such as Ethereum, which have vast records of
transactions. It consists of transaction records, smart contract executions, and wallet interactions, which gives insights into
the consumers and businesses’ behavior in the blockchains. Secondary information comprises published academic articles
from economics and computing scientific journals, white papers from various blockchain projects, and blockchain financial
transactions data from the decentralized finance (DeFi) system in the space. The obtained information includes raw data on
consumer activity, smart contracts, transaction frequency, and the speed of contract fulfillment [6]. These data were used to
gather insights and statistics, estimate the outcomes, and assess the application of the blockchain and smart contracts
algorithms.
Algorithms
In this section, we describe four algorithms related to blockchain technology that are pivotal in improving consumer
transaction systems: Some of the most important technologies include Merkle Tree, Proof of Work (PoW), the Smart Contract
Execution Algorithm, and Consensus Algorithm [7]. All of these algorithms are core to using blockchains and their
incorporation into networks that have to do with consumer transactions.

1. Merkle Tree Algorithm
Merkle Trees are also important in blockchain technology for the purpose of validating large datasets and to ensure that data
in the distributed ledger database is valid. A Merkle Tree is a tree structure of nodes where nodes at the lower level store
hashes of data blocks and nodes at higher levels are hashes of nodes below it. This enables one to authenticate the information
without having to download the entire data set [8].
The Master Merkler’s algorithm is being developed to make the extent of information needed to validate the transactions
minimal. In the blockchain, it plays proactive roles in guaranteeing that any data recorded into the blockchain has not been
altered in some way, which is crucial in the confidentiality and sanctity of consumer transactions.

“def merkle_tree(transactions):
if len(transactions) == 1:
return transactions[0]
pairs =]
for i in range(0, len(transactions), 2):
pair = hash(transactions[i] +
transactions[i+1])
pairs.append(pair)
return merkle_tree(pairs)

transactions = ["'tx1", "'tx2", "tx3", "tx4""]
root = merkle_tree(transactions)”
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Table 1: Merkle Tree Example

Transaction Hash

tx1 Hash(tx1)

tx2 Hash(tx2)

tx3 Hash(tx3)

tx4 Hash(tx4)

Pair 1 Hash(tx1 + tx2)

Pair 2 Hash(tx3 + tx4)
Root Hash(Pair 1 + Pair 2)

2. Proof of Work (PoW) Algorithm
PoW is a consensus model used in blockchains to maintain a consensus. It involves the use of mathematical algorithms to
perform verifications often in the form of hash functions in order to add blocks to the blockchain. The first node to solve the
problem solves it and transmits it to every other network node, and upon confirmation, other nodes, the block is added to the
chain [9].
For the consumer transactions, POW maintains the integrity of the transaction data and the subsequent records. It reduces
such affairs as double spending by making it difficult to manipulate data within the blockchain platform.

“def proof _of _work(block, difficulty):
while not is_valid_proof(block,
difficulty):
block.nonce +=1
return block.nonce

def is_valid_proof(block, difficulty):
return hash(block)[:difficulty] == "'0" *

difficulty”

3. Smart Contract Execution Algorithm
There are automated contractual systems where the terms of an agreement between the buyer and the seller are directly
coded. They undertake transactions directly without the use of other agents in the process. It was important especially in the
aspect of consumer relationship since it meant that once all these conditions are fulfilled; the conditions laid down in the
contract would be implemented as is [10].
The Smart Contract Execution algorithm defines rules regarding specified circumstances (e.g., payment made or goods
delivered) whereupon the contract is enacted (e.g., transferring ownership or releasing of funds).

“def execute smart_contract(transaction,
conditions):
if check_conditions(transaction,
conditions):
execute_transaction(transaction)
else:
reject_transaction()
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def check_conditions(transaction,
conditions):

return all(cond(transaction) for cond in
conditions)

def execute_transaction(transaction):
# Transfer funds or goods
print(**Transaction executed')

conditions = [lambda tx: tx['amount'] > 0,
lambda tx: tx['payment_status'] == "paid’]
transaction = {"*amount": 100,
“'payment_status™: "'paid"'}
execute_smart_contract(transaction,
conditions)”

Table 3: Smart Contract Execution Example

Transa | Conditi | Conditi | Execution
ction onl on2 Status
tx1 Passed Passed Executed
tx2 Failed Passed | Rejected
tx3 Passed | Failed Rejected

4. Consensus Algorithm (Practical Byzantine Fault Tolerance - PBFT)
The PBFT consensus algorithm is intended to allow a blockchain network to achieve consensus even when faulty or
malicious nodes are present. It guarantees that only valid transactions are appended to the blockchain and that these
transactions are agreed on by a majority of the nodes in the network. PBFT is especially helpful in private or permissioned
blockchains where speed of transactions matters [11].
In transactions between consumers, PBFT provides quicker and more assured confirmation of transactions, guaranteeing that
even when there are incorrect nodes, the system will still be able to achieve a consensus and finalize transactions.

“def pbft(nodes, transaction):
if len(nodes) * 2 / 3 > faulty_nodes:
return “"Transaction Validated"
else:
return ""Transaction Rejected"’

nodes = ["nodel™, "node2", '"node3",
"'node4"]

faulty _nodes =1

transaction = {"'sender’": ""Alice"", ""receiver"":
""Bob", "amount": 50}

result = pbft(nodes, transaction)”

4. EXPERIMENTS
= Experimental Setup
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In order to compare the performance of the blockchain and smart contract platforms, we created a controlled setup on the
Ethereum blockchain platform. We used Ethereum because it has broad acceptance, supports smart contracts, and can offer
a testing ground for a range of consensus algorithms. We performed experiments in the following configurations:
e Blockchain Network: Ethereum Testnet (Ropsten)
e Smart Contracts: ERC-20 standard token format and tailored smart contracts for automation of transactions
e Data Size: 10,000 consumer transactions run on the blockchain
e Algorithms Tested: Merkle Tree, Proof of Work (PoW), Smart Contract Execution, PBFT (Practical Byzantine
Fault Tolerance)
The experiments are mainly concerned with the following:
1. Transaction Speed: Amount of time taken to complete a consumer transaction on the blockchain.
2. Smart Contract Execution Time: Time taken to execute a smart contract for different conditions (e.g., transaction
size, conditions satisfied).
3. Consensus Algorithm Performance: PoW vs. PBFT on transaction finality and fault tolerance.
4. Data Integrity: Data consistency and immutability with Merkle Trees.

Global Smart Contracts Market ~ ®Ethereum W Cardano
Size, by Platform, 2024-2033 (USD Billion) Rslkadit # BNB Chain

16 14.9
W Other Platforms
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Figure 1: “Smart Contracts Market Size, Share”

e Experiment 1: Transaction Speed

Objective: To compare the time it takes to finalize a transaction on the Ethereum blockchain with various consensus
algorithms (PoW and PBFT).

Method: We emulated 10,000 consumer transactions on the Ethereum Testnet under both PoW and PBFT. The duration of
each transaction to be verified and included in the blockchain was measured. We then contrasted the performance of PowW
and PBFT based on transaction speed [12].

Results:

The below table provides the transaction processing time in seconds for both the consensus algorithms across 10,000
transactions.

Table 1: Transaction Speed Comparison (PoW vs. PBFT)

Conse | Numbe | Average | Max Min
nsus r of | Processi | Processi | Process
Algori | Transa | ng Time | ng Time | ing
thm ctions | (Second | (Second | Time

S) S) (Second
s)
Proof | 10,000 | 15.2 30.5 5.1
of
Work
(PoW)
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PBFT | 10,000 | 9.7 18.3 3.2

Analysis:

e PoW: As anticipated, Proof of Work had longer processing times since the computational power required to solve
cryptographic puzzles was high. The transaction processing time averaged 15.2 seconds, with 30.5 seconds being
the time taken for some transactions.

e PBFT: The PBFT consensus algorithm showed improved transaction speeds, averaging 9.7 seconds to process.
This is due to the fact that PBFT does not need miners to solve complicated puzzles but instead uses a majority of
nodes to agree on the validity of the transaction [13].

In comparison to related work, this experiment illustrates the evident trade-off between security and speed. Whereas PoW is
more secure and decentralized, PBFT offers a quicker alternative that is appropriate for permissioned blockchains in
consumer transactions.
Experiment 2: Smart Contract Execution Time

Objective: To measure the execution time of smart contracts in different scenarios, from basic transfers to complicated multi-
stage agreements.

Method: We executed multiple smart contracts on the Ethereum Testnet, from basic transfer contracts (ERC-20 token
transfers) to more advanced contracts with multiple conditions and checks. Each contract was measured in execution time in

seconds [14].
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Figure 2: “A diagram of the trade finance example of a blockchain”

Results:
The below table illustrates the average time taken for execution of various types of smart contracts.

Table 2: Smart Contract Execution Time (Simple vs. Complex Contracts)

Contr | Numbe | Average | Max Min
act r of | Executi | Executi | Executi
Type | Transa | on Time | on on
ctions | (Second | Time Time
S) (Secon | (Secon

ds) ds)
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Simple | 1,000 2.3 5.4 0.9
ERC-
20
Transf
er

Compl | 500 8.7 14.2 3.1
ex
Contra
ct

Condit | 300 12.4 20.1 6.5
ional
Contra
ct

Analysis:
e Simple ERC-20 Transfer: The average time taken for the execution of a basic ERC-20 token transfer was 2.3
seconds, as expected for transactions that don't include complex logic.
e Complex Contracts: When some extra logic was introduced into the contract (like condition checks and multiple
transactions), the average execution time went up to 8.7 seconds.
e Conditional Contracts: Contracts with more than one condition and high validation checks had the highest
execution time, averaging 12.4 seconds. The maximum time taken to execute was 20.1 seconds, which is expected
for smart contracts that involve higher intensity computations and validations [27].
This experiment points to the scalability issues of executing smart contracts. Simple contracts can be executed without any
issues, but complex contracts with multiple clauses can suffer from latency.
Experiment 3: Consensus Algorithm Performance
Objective: To compare the fault tolerance and finality of transactions of Proof of Work (PoW) and PBFT.
Method: We experimented with both PoW and PBFT with faulty nodes in the system to mimic situations where part of the
network becomes unreliable or malicious. The experiments were done with up to 30% faulty nodes in a network of 10 nodes

[28].
/L\g\ 6 \‘
e @ @ O
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Figure 3: “A Blockchain Platform for User Data Sharing Ensuring User Control and Incentives”

Advances in Consumer Research| Year: 2025 | Volume: 2 | Issue: 3

Page. 398



Dr Islam LEBCIR, Dr Omar KADI, Dr. Kavitha Venkatachari, Deepak
Sundrani, Mr. Abhra Pratip Ray

Table 3: Consensus Algorithm Performance (Fault Tolerance and Transaction Finality)

Conse | Fau | Transac | Faul | Average

nsus Ity | tion t Validatio

Algori | Nod | Finality | Tole | n  Time

thm es Rate ranc | (Seconds
(%) | (%) e )

Proof | 30 85 Low | 20.5

of

Work

(PoW)

PBFT | 30 98 High | 9.2

Analysis:

e PoW: The performance of Proof of Work decreased with the growth of defective nodes, leading to a decreased
finality rate of transactions (85%) and increased validation times (20.5 seconds).

e PBFT: PBFT demonstrated a much greater transaction finality rate (98%) even with the presence of faulty nodes
in the system. This is due to the fact that PBFT only finalizes transactions when a majority of nodes are in agreement,
hence fault tolerance and consistency. Also, the average validation time was less (9.2 seconds) compared to PoW
[29].

The results highlight PBFT's resilience in achieving consensus under unfavorable circumstances, for which reason it is
appropriates for enterprise and permissioned blockchains, where fault tolerance and transaction finality are more important.
Experiment 4: Data Integrity Using Merkle Trees

Objective: To analyze the efficacy of Merkle Trees in maintaining data integrity and tamper detection in consumer
transactions.

Method: We modelled a situation in which part of the transaction information was falsified after it was added to the
blockchain. We employed Merkle Trees to ensure the integrity of the information by checking against the root node hash
and the value it should represent.

Table 4: Merkle Tree Integrity Check Results

Transa | Expected Actual Integrit
ction ID | Root Hash | Root y Status
Hash

TX1 abcl1234 abcl1234 Verified

TX2 def5678 def5678 Verified

TX3 ghi9101 xyz9876 | Tampere
d

X4 | jk11122 jkl1122 | Verified

Analysis:
e Verified Transactions: For transactions where data was not changed, the root hashes were identical, verifying data
integrity.
[ ]

e Tampered Transaction (TX3): For the scenario where transaction data was tampered with (e.g., changing
transaction information), the root hash no longer matched the expected value, which indicates tampering.
This test proves how well Merkle Trees are at identifying data integrity problems. Blockchain's inherent security elements,
including the utilization of Merkle Trees, are assured technologies for confirming the immutability of consumer transaction
information.
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Figure 4: “Applications of Blockchain and Smart Contracts to Address Challenges of Cooperative, Connected, and
Automated Mobility”

e Conclusion and Comparison with Related Work

Reargumenting for the original research, these experiments show that Blockchain and Smart Contracts improve security,
consumer transactions transparency, and the inherent automation of a process as compared to related works. The results
cohere with prior studies that indicate that secure blockchain networks may be slower to execute than other networks. While
PoW proves to be a reliable solution for public blockchains, using PBFT for other application areas, such as transactions,
which require more speed than decentralization, is expedient as well [30].

The use of Merkle Trees for data integrity and smart contract for automated transaction also portrays how blockchain helps
to simplify and secure consumers’ touchpoint in marketing and financial sectors. The comparisons made with related work
confirm the feasibility of the application of blockchain in large scale consumer transaction scenarios and the possibilities of
revolutionizing the future consumption structure.

5. CONCLUSION

Thus, in general, the concept of blockchain and smart contracts in consumer transactions in marketing and finance holds the
revolutionary opportunities. Blockchain possesses three unique properties; transparency, decentralization, and security, all
of which can be used by corporations to implement more effective and reliable means of transacting. Indeed, this research
has clearly shown that the blockchain is capable of revolutionizing consumer-oriented financial systems and make them more
secure, less forgery susceptible, and credible within the context of an increasingly digital marketplace. Smart contracts
improve these features of business automating processes like contract signings and enforcements, insurance claims, and
supply chain transactions, among others.

The study has also revealed that blockchain has applicability across different domains, including healthcare and small
businesses, where it could improve efficiency and decrease costs. The study also looked at the application of blockchain in
consumer marketing, in which it can enhance several aspects such as customer loyalty program and data handling and control
of consumers’ details and dealings with businesses.

Although the adoption of the technology brings a lot of gains, it is not without challenges especially on aspects such as
scaling, legal restraints and diffusion across sectors. Nonetheless, a key determinant of the usage of blockchain technology
in consumer transactions is yet to come into force thus increasing the usage as a tool in innovation of traditional business
financial and marketing models. In the end, blockchain and smart contracts should provide prolonged and enhanced consumer
transaction environment with stronger security borders, higher efficiency, and increased transparency which point to a new
age in the electronic commerce
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